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(57) An insurance system that guarantees re-distri- 
bution of electronically distributed authorized data. The 
insurance system is constructed in such a way that a 
right to receive re-distribution is generated contingent 
upon taking out an insurance policy, and can thereby 
implement an insurance system capable of smoothly 



carrying out re-distribution of contents electronically dis- 
tributed through a network. Furthermore, the insurance 
system is constructed in such a way as to receive re- 
distribution through the insurance service server, which 
allows the insurance service server to control re-distri- 
bution independently and prevents illegal re-distribu- 
tions as a consequence. 
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Description 

Technical Field 

[0001] The present invention relates to an insurance 
system for guaranteeing re-distribution of contents dis- 
tributed through a network in the event of loss of the 
contents due to erasure by mistake, etc., an apparatus 
making up the system and a processing program for re- 
alizing the system, which is particularly intended to elim- 
inate users' sense of insecurity of loss of the contents 
due to a machine crash or erasure by mistake. 

Background Art 

[0002] There are indications that services of distribut- 
ing music contents to user terminals through a network 
(cable, wireless, and broadcasting) are becoming in- 
creasingly widespread in recent years. 
[0003] As shown in FIG.1 , this system for providing 
music contents distribution services is provided with a 
contents server 20 that distributes encrypted music con- 
tents through a network 30, a license server 1 0 that dis- 
tributes information on contents usage conditions or a 
contents decoding key through the network 30, a user 
terminal 40 that receives the purchased contents and 
license information and carries out decoding/playback 
of the contents and a storage medium 45 such as a hard 
disk or memory card that stores purchased contents. 
[0004] In this system, the music contents purchased 
by the user are encrypted and sent from the contents 
server 20 and a decoding key for decrypting the music 
contents and information that specifies contents usage 
conditions are sent from the license server 1 0 to the user 
terminal 40. The user terminal 40 stores the received 
music contents in the storage medium 45, and decodes 
the encrypted music contents using the decoding key 
and playbacks the contents based on the user 1 s play- 
back instruction. The user can playback the purchased 
music contents repeatedly within the range allowed un- 
der the usage conditions. 

[0005] Furthermore, contents and license information 
to be distributed are also individually encrypted with at- 
tribute information (SD key, terminal certificate, PC se- 
rial No., etc.) of the user terminal and storage medium 
and sent to the user terminal to thereby prevent abuses 
by third parties. 

[0006] Furthermore, it is also possible to consider a 
system in which upon payment by the user terminal for 
receiving a license, the distribution server sends an 
electronic receipt to the user terminal in exchange for 
the billing. 

[0007] However, when the user erases music con- 
tents stored in the storage medium by mistake or the 
music contents are lost by a machine crash, the con- 
ventional system is not provided with any remedial 
means, and therefore the user must re-purchase the 
music contents, which causes the user to feel great in- 



security about the service of electronically distributing 
contents, etc. 

[0008] However, this does not necessarily means that 
such a problem can be solved if the contents distribution 

s service provider performs re-distribution of the contents 
or license based on the user's request. When the con- 
tents distribution service provider complies with the re- 
quest for the re-distribution free of charge, this would 
require the contents distribution service provider to as- 

10 sume considerable economical burden. Furthermore, 
the contents distribution service provider needs to de- 
velop/introduce a special subsystem for the re-distribu- 
tion and financing therefor. 

[0009] Moreover, certifying the loss of contents or li- 
15 cense is practically difficult and it is not possible to verify 
the authenticity of an accident report of the user. This 
may provoke frequent abuses of receiving re-distribu- 
tion based on false accident reports. 
[0010] Furthermore, the contents distribution service 
provider may be in condition not to respond to the user 1 
s request for re-distribution for various reasons such that 
the carrier stops the disclosure of contents requested 
by the user or the server goes down or the distribution 
services are stopped. Under such circumstances, when 
a contents purchasing contract is concluded contingent 
upon re-distribution, there is consequently some risk of 
the carrier's failing to fulfill the contract. 

Disclosure of Invention 

[0011] It is an object of the present invention to solve 
these conventional problems and provide an insurance 
systemforsmoothly re-distributingcontents,etc. , which 
are electronically distributed through a network and pro- 
vide an apparatus for constructing the system and a 
processing program for implementing the system. 
[0012] This object is attained by an insurance system 
that guarantees re-distribution of electronically distrib- 
uted authorized data, adapted to generate the right to 
receive re-distribution contingent upon signing of an in- 
surance contract. 

Brief Description of Drawings 

[0013] 

FIG.1 is a block diagram of a conventional contents 
distribution system; 

FIG. 2 illustrates an overall configuration of an insur- 
ance system according to an embodiment of the 
present invention; 

FIG. 3 illustrates a front-end configuration of the in- 
surance system of the embodiment; 
FIG. 4 is a processing flow when an insurance con- 
tract is signed with a distribution service provider in 
the insurance system of the embodiment; 
FIG.5 is a processing flowwhen an insurance con- 
tract is signed with a user in the insurance system 
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of the embodiment; 
FIG.6A illustrates a data configuration of a re-distri- 
bution history DB in the insurance system of the em- 
bodiment; 

FIG.6B illustrates a data configuration of an insur- 
ance contract DB in the insurance system of the em- 
bodiment; 

FIG. 7 illustrates a data configuration of a license list 
in the insurance system of the embodiment; 
FIG. 8 is a processing flow during license distribu- 
tion in the insurance system of the embodiment; 
FIG. 9 illustrates packaging of an insurance policy 
and license in the insurance system of the embod- 
iment; 

FIG. 1 0 is a processing flow when contents are used 
in the insurance system of the embodiment; 
FIG. 1 1 illustrates a back-end configuration of the in- 
surance system of the embodiment; 
FIG. 12 is a processing flow when an accident oc- 
curs in the insurance system of the embodiment; 
FIG. 1 3 is a processing flow of an insurance contract 
and license purchase in the insurance system of the 
embodiment; 

FIG. 14 is a processing flow of re-distribution in the 
insurance system of the embodiment; 
FIG. 1 5 is a processing flow of license purchase and 
insurance contract in the insurance system of the 
embodiment; and 

FIG. 16 illustrates a content example of a license in 
the insurance system of the embodiment. 

Best Mode for Carrying out the Invention 

(Embodiment 1) 

[0014] As shown in FIG. 2, the insurance system ac- 
cording to this embodiment is constructed of a plurality 
of distribution services 1 and 2 including contents serv- 
ers 20 and 21 and license servers 10 and 11, a user 
terminal 40 made up of a PC (Personal Computer), mo- 
bile terminal or STB (Set Top Box), etc., an insurance 
service server 50 that executes an insurance service 
and a network 30 that connects these sections, such as 
the Internet, mobile network, broadcasting network. The 
contents servers 20 and 21 distribute encrypted elec- 
tronic contents themselves and the license servers 10 
and 11 issue a license to make the electronic contents 
available. The information of this license includes a de- 
coding key for decrypting the encrypted electronic con- 
tents. 

[0015] This system introduces a service to allow the 
user to receive re-distribution of purchased contents or 
license free of charge. However, when a free re-distri- 
bution service is introduced, the burden on the distribu- 
tion service provider is increased considerably. Thus, 
the right to receive re-distribution is sold on a chargeable 
basis as a "re-distribution license" and when the con- 
tents or license is lost, only the user who has the re- 
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distribution license is entitled to receive re-distribution 
free of charge. 

[0016] Furthermore, the system is constructed in such 
a way that the insurance service server 50 is provided 
5 as an independent section dedicated to processing for 
re-distribution and the plurality of distribution services 1 
and 2 share this insurance service server 50. 
[0017] As shown in FIG. 3, the user terminal 40 is pro- 
vided with a playback function 44 for reproducing con- 
10 tents stored in the storage medium 45, a license fist 43 
that describes information indicating the validity/invalid- 
ity of the license owned by the user, a license usage 
decision function 42 that decides whether the contents 
can be playbacked or not with reference to the license 
15 list 43 and a re-distribution requesting function 41 for 
requesting the insurance service server 50 to re-distrib- 
ute the contents or license when lost. 
[0018] As shown in FIG .3, the insurance service serv- 
er 50 is provided with a re-distribution reception function 
20 51 that receives a request for re-distribution, a contract 
processing function 52 that makes an insurance con- 
tract with the distribution service provider or the user, an 
insurance contract database (DB) 54 that stores insur- 
ance contract information, a re-distribution history DB 
25 53 that stores information on a history of re-distributions 
to the user, a license control function 55 that controls 
licenses and a license list 56 that describes information 
on the validity/invalidity of each license. 
[0019] The respective functions of the user terminal 
30 40 and insurance service server 50 are the functions im- 
plemented by operating a computer incorporated in the 
user terminal 40 or insurance service server 50 accord- 
ing to a program. 

[0020] FIG.4 shows a processing flow when the dis- 
ss tribution service provider signs an insurance contract 
with the insurance service server 50 in this system. This 
processing flow (the same will apply to the processing 
flows hereinafter) puts the respective functions of the 
insurance service server 50 and user terminal 40, and 
40 the license server 1 0 on vertical axes and expresses 
processing between the vertical axes using arrows. 

(1) The distribution service provider applies for in- 
surance to the insurance service server 50 from the 

45 license server 1 0 using a user interface (Ul) for tak- 
ing out an insurance policy. At this time, the distri- 
bution service provider inputs desired re-distribu- 
tion conditions using the Ul. In response to this, the 
contract processing function 52 of the insurance 

50 service server 50 issues an insurance policy ac- 
companied by a public key of an insurance service 
provider. The content of this insurance contract is 
recorded in the insurance contract DB 54, 

(2) the issued insurance policy is sent to the license 
55 server 10. The insurance policy may be printed on 

paper and sent to the distribution service provider. 

[0021 ] The distribution service provider who has tak- 
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en out an insurance policy displays information indicat- 
ing that insurance covering re-distribution of contents in 
the event of loss is available on a portal page for appli- 
cation for distribution contents provided by the carrier, 
for example. 

[0022] The Ul for the user to take out an insurance 
policy displays this portal page, for example, on a screen 
of the user terminal 40, which is shown by clicking on 
"Apply for insurance." 

[0023] FIG. 5 shows a processing flow between the 
user terminal 40 and insurance service server 50 when 
the user takes out an insurance policy. 

( 1 ) When the user displays an insurance application 
screen on the user terminal 40, confirms the insured 
content, enters the user's name, a license ID, etc., 
of the contents to be purchased and executes the 
application, the contract processing function 52 of 
the insurance service server 50 issues an insurance 
policy and records the content of this insurance con- 
tract in the insurance contract DB 54 (the insurance 
contract DB 54 records insurance contracts organ- 
ized by user). At this time, the contract processing 
function 52 creates a pair of public key and private 
key for each insurance contract, records the keys 
in the insurance contract DB 54 and attaches the 
private key to the insurance policy. (Furthermore, 
the contract processing function 52 provides an en- 
try field for the user who signed the contract in the 
record of the re-distribution history DB 53). 

(2) The contract processing function 52 of the insur- 
ance service server 50 notifies the license server 
1 0 that the user has taken out an insurance policy. 
However, this processing is not mandatory. 

(3) The contract processing function 52 of the insur- 
ance service server 50 sends the issued insurance 
policy to the license usage decision function 42 of 
the user terminal 40. The license usage decision 
function 42 stores this insurance policy in the stor- 
age medium 45. 

FIG.6B illustrates content of an insurance pol- 
icy. The insurance policy includes the following 
items: Insurance contract ID (ID for uniquely identi- 
fying an insurance contract), the insured (name of 
the user who applied forthe insurance), guaranteed 
license ID (ID for identifying insured license. For 
one content, a plurality of licenses are set such as 
license allowing only viewing, license for a copy and 
a plurality of license IDs are described to purchase 
those licenses), insurance premium (yen/contents) 
(insurance premium paid by the user), guarantee 
period (period during which re-distribution is in- 
sured), re-licensing starting date (date on which re- 
distribution of the license is started. A starting date 
is set shifted from the first day of the guarantee pe- 
riod to deal with repeated losses of contents), re- 
licensing count upper limit (upper limit on a re-li- 
censing count. This count is provided to handle re- 
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peated losses of contents), upper limit on price dif- 
ference from alternate contents (when re-distribu- 
tion of the same contents is impossible due to dis- 
continuation of disclosure of contents, etc., a li- 
5 cense for alternate contents is issued within this lim- 
it of the price difference) and license decoding key 
(private key created for each insurance policy at- 
tached to insurance contract). 

Furthermore, FIG.6A illustrates a record of the 
re-distribution history DB 53. As the re-distribution 
history record, the name of the user, date of the first 
contract, re-licensing count indicating the number 
of times licenses are re-distributed, gross amount 
of guarantee (actual result) (sum total of actual sell- 
ing prices of contents re-distributed free of charge), 
etc., are described. In the entry field forthe user who 
signed the contract, the name of the user, date of 
the contract, re- licensing count and gross amount 
of guarantee are described. 

(4) The license usage decision function 42 of the 
userterminal 40 takes the occasion of the insurance 
contract to request the license control function 55 
of the insurance service server 50 for (to update) 
the license list concerning the user. 

(5) The license control function 55 of the insurance 
service server 50 detects the license whose insured 
person is the user from the insurance contract DB 
54, extracts the license list from the license list 56 
and sends it to the license usage decision function 
42 of the userterminal 40. The license usage deci- 
sion function 42 stores this in the license list 43. 

[0024] FIG. 7 shows an example of the license list. 
This list describes a license ID, date on which the license 
became invalid and the reason for invalidation. Ali- 
cense, whose date of invalidation field and reason for 
invalidation field are blank, is valid. 
[0025] FIG. 8 shows a flow after the user applies for a 
purchase of insured contents and requests for its license 
from the user terminal 40 until the license is sent to the 
user terminal 40. The purchased contents are sent from 
the contents server 20 to the userterminal 40 in encrypt- 
ed form and stored in the storage medium 45. This trans- 
mission route may be the same as or different from that 
for the license. Here, the distribution route for the en- 
crypted contents will not be particularly discussed. An- 
yway, the contents are not allowed to be playbacked un- 
til the contents are stored in the storage medium 45 and 
the license is acquired. 

(1 ) The user shows a contents purchase application 
screen on the user terminal 40, enters the user's 
name, contents tobepurchased, license ID, etc., 
and executes the license request. 

(2) The contract processing function 52 of the insur- 
ance service server 50 transmits the license re- 
quest received from the user terminal 40 to the li- 
cense server 10. 
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(3) The license server 10 issues a license including 
a decoding key of the purchased contents and 
sends the license to the contract processing func- 
tion 52 of the insurance service server 50. 

The contract processing function 52 encrypts 
the license issued by the license server 10 using a 
public key corresponding to the private key at- 
tached to the insurance policy. Furthermore, infor- 
mation on the guarantee conditions specified by the 
insurance policy is added to the encrypted license 
and packaged. 

(4) The contract processing function 52 of the insur- 
ance service server 50 sends the packaged license 
to the user terminal 40. The license usage decision 
function 42 of the user terminal 40 stores the en- 
crypted license and information on the guarantee 
conditions. 

[0026] FIG. 9 schematically expresses these process- 
ing steps. The insurance service server 50 encrypts the 
license issued by the license server using a public key 
for each insurance contract and packages this encrypt- 
ed license and information on the guarantee conditions, 
and sends it to the user terminal 40. The license usage 
decision function 42 of the user terminal 40 stores the 
encrypted license and the information on the guarantee 
conditions. 

[0027] To decide whether the license can be used or 
not when contents are playbacked, the license usage 
decision function 42 uses the stored information on the 
guarantee conditions together with the information on 
the license list 43. Furthermore, when it is decided that 
the license canbe used, the license usage decision func- 
tion 42 decodes the encrypted license using a private 
key attached to the insurance policy and outputs it to the 
playback function 44. The playback function 44 decodes 
the encrypted contents using the decoding key included 
in the license and playbacks the contents. 
[0028] Here, this embodiment has described the case 
where a pair of public key and private key are created 
when the insurance contract is signed through the con- 
tract processing function 52 of the insurance service 
server 50, but it is also possible to create this key pair 
inside the user terminal 40 and send the public key to 
the insurance service server 50. 
[0029] FIG. 10 shows a processing flow when con- 
tents are playbacked at the user terminal 40. 



(3) When it is not possible to decide the validity of 
the license due to the absence of the information 
indicating whether the corresponding license is val- 
id or not in the user terminal 40, the license usage 

5 decision function 42 inquires of the license control 

function 55 of the insurance service server 50 about 
the validity of the license by specifying the license 
ID. 

(4) The license control function 55 of the insurance 
10 service s erver 50 searches the license list 56, iden- 
tifies whether the specified license ID is invalid or 
not and transmits the identification result to the li- 
cense usage decision function 42 of the user termi- 
nal 40. 

15 (5) When the license is valid, the license usage de- 
cision function 42 decodes the encrypted license 
using the private key attached to the insurance pol- 
icy and outputs it to the playback function 44. When 
the license is invalid, the license usage decision 
20 function 42 outputs the information of invalidity to 
the playback function 44. 

(6) When the license is given, the playback function 
44 decodes the encrypted contents using the de- 
coding key included in the license and playbacks 
25 the contents. Furthermore, when the invalidity of the 
license is informed, the playback function 44 dis- 
plays that the contents are not allowed to be play- 
backed. 

30 [0030] Then, the processing in the event of loss of 
contents or license at the user terminal 40 will be ex- 
plained using FIG. 12. If such an accident has occurred, 
the insurance service server 50 invalidates the previous 
license and re-distributes a new license. Furthermore, 

35 in the case where it is not possible to re-distribute the 
same contents due to discontinuation of the disclosure 
of the contents, the insurance service server 50 re-dis- 
tributes a license for replacing contents to the user. The 
transmission route for the contents to be re-distributed 

40 may be the same as or different from that of the license 
to be re-distributed. Here, the transmission route will not 
be particularly discussed. Anyway, the re-distributed 
contents are not allowed to be playbacked until the re- 
distributed contents are stored in the storage medium 

45 45 and the re-distribution of the license is completed. 

(1) Based on the user's request for license re-dis- 
tribution, 

(2) the re-distribution requesting function 41 of the 
user terminal 40 specifies the name of the user to 
the re-distribution reception function 51 of the insur- 
ance service server 50 and informs it of the acci- 
dent. 

(3) With reference to the re-distribution history DB 
53, if the re-licensing count does not exceed the up- 
per limit on the re-licensing count of the guarantee 
conditions, the re-distribution reception function 51 
increments the re-licensing count of the re-distribu- 



(1) When the user gives a contents playback in- 
struction, 50 

(2) the playback function 44 of the user terminal 40 
specifies a license ID of the license concerning the 
contents and requests the license usage decision 
function 42 to decide whether the license can be 
used or not. The license usage decision function 42 55 
decides the validity of the corresponding license 
based on the information on the license list 43 and 
information on the guarantee conditions. 
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tion history record by one and then inquires of the 
re-distribution requesting function 41 of the user ter- 
minal 40 about the license to be requested. At this 
time, in preparation for a case where the re-distri- 
bution of the license for the same contents is impos- 5 
sible, the re -distribution reception function 51 in- 
quires about desired conditions (whether the user 
desires music of the same artist or music of different 
artists) corresponding to alternate contents as well. 

(4) When there is a reply from the re-distribution re- 10 
questing function 41 of the user terminal 40, 

(5) the re-distribution reception function 51 inquires 
of the license server 1 0 of the license issuer wheth- 
er the license forthe same contents can be reissued 

or not. If the issuer cannot reissue the license, the is 
re-distribution reception function 51 also inquires of 
other service providers. When the license cannot 
be reissued, the re-distribution reception function 
51 more specifically searches for alternate contents 
which do not exceed the "upper limit of the price dif- 20 
ference from alternate contents" specified in the 
guarantee conditions of the insurance contract and 
at the same time satisfy desired conditions of the 
user, and 

(6) when the search result is obtained, 25 

(7) the re-distribution reception function 51 sends 
the search result to the re-distribution requesting 
function 41 of the user terminal 40 as information 
on an alternate license list. 

(8) Based on the information on the alternate li- 30 
cense list, an alternate license selection screen is 
shown on the screen of the user terminal 40. 

(9) When the user selects an alternate license from 
the alternate license selection screen, 

(10) the information on the selected alternate li- 35 
cense is sent to the re-distribution reception func- 
tion 51 of the insurance service server 50 through 

the re-distribution requesting function 41 , 

(11) the re-distribution reception function 51 re- 
quests the alternate license from the contract 40 
processing function 52. 

(12) The contract processing function 52 signs the 
license request for the alternate license using the 
private key of the insurance service provider and 
sends it to the license server 1 0. 45 

(13) After verifying the signature of the license re- 
quest using the public key of the insurance service 
provider, the license server 1 0 issues a license and 
sends it to the contract processing function 52 of 

the insurance service server 50. so 

The contract processing function 52 encrypts 
the license issued by the license server 10 using 
the public key corresponding to the private key at- 
tached to the insurance policy. Furthermore, it up- 
dates the guaranteed license ID, re-licensing start- 55 
ing date, upper limit on the re-licensing count, etc., 
included in the guarantee conditions (FIG.6B) of the 
insurance contract and packages the encrypted li- 
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cense with information on these guarantee condi- 
tions. 

(14) The contract processing function 52 hands 
over the packaged alternate license to the re-distri- 
bution reception function 51 . The re-distribution re- 
ception function 51 updates the gross amount of 
guarantee included in the re-distribution history 
record (FIG.6A) of the re-distribution history DB 53 
and then, 

(15) hands over the packaged alternate license to 
the license control function 55. The license control 
function 55 updates the license list (FIG. 7). 

(1 6) The license control function 55 instructs updat- 
ing of the license list 43 of the user terminal 40. 

(1 7) This instruction for updating of the license list 
and the packaged alternate license are sent to the 
re-distribution requesting function 41 of the user ter- 
minal 40 through the re-distribution reception func- 
tion 51 , 

(1 8) the re-distribution requesting function 41 hands 
over them to the license usage decision function 42, 

(1 9) the license usage decision function 42 updates 
the license list 43 and stores the alternate license. 

[0031 ] If a reply that the re-issuance of the license for 
the same contents is possible is obtained from the li- 
cense server 1 0 in (6), the process moves on to (1 1 ) and 
the license request is handed over to the contract 
processing function 52 and the license request is issued 
from the contract processing function 52 to the license 
server 10 (12). Even in this case, the contract process- 
ing function 52 invalidates the previous license, re- 
quests a new license replacing the old one and the li- 
cense server 1 0 issues a license with a different license 
ID attached. 

[0032] In this way, this system controls a list of avail- 
able licenses or a list of invalidated licenses using the 
insurance service server and when a license is re-dis- 
tributed, it invalidates the previous license thus disabling 
the use of the lost contents (or contents that must have 
been lost). Thus, receiving re-distribution through a 
false accident report is meaningless, which consequent- 
ly prevents abuses of insurance. 
[0033] Furthermore, when the same contents as the 
lost contents cannot be re-distributed, the insurance 
service server re-distributes alternate contents and 
when the service provider who has distributed the con- 
tents cannot re-distribute the contents due to discontin- 
uation of the business, etc., the insurance service server 
re -distributes an alternate content of another service 
provider to the user. Therefore, by taking out an insur- 
ance policy, the user is assured re-distribution of con- 
tents or license. The user' s right is assured even when 
trouble occurs with the service provider or when opera- 
tion is discontinued. 

[0034] Furthermore, by taking out an insurance policy, 
the distribution service provider can remove the sense 
of insecurity of the user about the remedial services in 
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the event of loss of contents. Moreover, even when the 
distribution service provider cannot comply with the re- 
distribution of contents due to discontinuation of the 
business, etc., alternate contents procured from another 
service provider are re-distributed to the user, and there- 
fore by taking out an insurance policy, the distribution 
service provider can be exempt from the responsibility 
for nonfulfillment of the contract. 
[0035] Furthermore, since this system controls infor- 
mation on the insurance contract and information on the 
validity of the license through the insurance service 
server, too, even if a machine crash occurs on the user 
terminal and both the contents and license policy are 
lost, the system can re-distribute the contents and li- 
cense. 

[0036] Here, as shown in FIG .3, a front-end configu- 
ration has been explained in which the user requests an 
initial license from the insurance service server 50 and 
the insurance service server 50 transmits the license re- 
quest to the license server 1 0, but as shown in FIG. 11 , 
it is also possible to adopt a back-end configuration in 
which the user requests an initial license from the li- 
cense server 10 and the license server 10 requests the 
contract processing function 52 of the insurance service 
server 50 to insure the license. This back-end configu- 
ration also allows re -distribution to be processed as in 
the case of the front-end configuration. 
[0037] Furthermore, with regard to the guarantee con- 
ditions (FIG.6B) of the insurance contract, this embodi- 
ment has described the case where an insurance policy 
including the guarantee conditions is issued to the user 
terminal, attached to the license and sent to the user 
terminal, but when an electronic receipt is issued, it is 
also possible to describe it explicitly in the electronic re- 
ceipt and inform the user of it. In this case, by putting 
the information on the guarantee conditions in a format 
that allows it to be saved separate from the electronic 
receipt, the license usage decision function of the user 
terminal can extract the information on the guarantee 
conditions from the electronic receipt and store it. 
[0038] Furthermore, it is also possible to incorporate 
the insurance policy into the user terminal beforehand 
and sell the user terminal in combination with insurance. 
[0039] Furthermore, the insurance contract DB can 
control guarantee conditions for each user and set as 
an upper limit on the re-licensing count not only the up- 
per limit on the re-licensing count specified in the guar- 
antee conditions but also an upper limit on the re-licens- 
ing count for all contents purchased by the user. For ex- 
ample, re-distribution may be allowed a maximum of 10 
times for all contents purchased by the user, while re- 
distribution of the same contents may be allowed a max- 
imum of 3 times. 

[0040] Furthermore, it is also possible to modularize 
and exchange re-distribution history information among 
a plurality of insurance services, and thereby check ille- 
gal users. 

[0041] Furthermore, it is also possible to provide the 



insurance service server 50 with a function of detecting 
trouble in the distribution services 1 and 2, detect the 
number of times service trouble occurs in each distribu- 
tion service and a time required to recover the service, 
5 etc., and change the guarantee conditions (insurance 
premium) for each service provider based on the detec- 
tion result. 

[0042] Furthermore, this embodiment has described 
the configuration in which part of the license list control- 
to led by the insurance service server is copied to the user 
terminal and the user terminal inquires of the insurance 
service server about the validity of the license not in- 
cluded in this copy, but it is also possible to construct 
the system in such a way that the user terminal always 
*5 inquires of the insurance service server without making 
any copy of the license list to the user terminal. 
[0043] Furthermore, to distribute a re-distributed li- 
cense, etc., from the insurance service to the user, not 
only electronic media but also physical media such as 
mail can be used. Distribution using physical media can 
be used to send one or a plurality of contents, license, 
and insurance policy, and it is possible to send the con- 
tents to the address of the user after the user purchases 
the license, send the license to the address of the user 
after the user downloads the contents or send an insur- 
ance policy to the user after the user takes out the in- 
surance policy. 

[0044] Furthermore, when the insurance service serv- 
er is used as the front-end (FIG. 3), this embodiment has 
described the case where only the license is sent to the 
user terminal through the insurance service server, but 
it is also possible to send the contents to the user ter- 
minal through the insurance service server. Further- 
more, the insurance service server performs conversion 
(packaging) for adding information on the guarantee 
conditions to the license, but it is also possible to carry 
out similar conversion on the contents. In this case, the 
information on the guarantee conditions is displayed 
when the user terminal playbacks the contents. Further- 
more, this conversion need not be performed on the li- 
cense or contents. 

[0045] Furthermore, this embodiment has explained 
the insurance service server as an independent struc- 
ture, but it is also possible to modularize the function of 
this insurance service server and incorporate it into the 
distribution server. 

[0046] Furthermore, this embodiment has explained 
the case where the insurance service server is used in- 
dependently of the distribution server, but it is also pos- 
sible for the same carrier to operate the insurance serv- 
ice server and the distribution server. 
[0047] Furthermore, it is also possible to adopt a con- 
figuration combining the insurance service server for in- 
suring the license and the insurance service server for 
insuring the contents. 

[0048] Furthermore, it is also possible to distribute a 
license of upgraded contents using the insurance serv- 
ice server of this system to the user terminal. When con- 
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tents are upgraded, the distribution service provider (or 
the insurance service server notified from the distribu- 
tion service provider) notifies it to the user and the in- 
surance service server re-distributes the license of the 
upgraded contents based on the user's request. 
[0049] At this time, the insurance service server 50 
re-distributes the license of the upgraded contents using 
the same procedure as the license re-distribution pro- 
cedure in FIG. 12 and responds to the user's request. 
The insurance service server 50 controls the license 
corresponding to each version of contents using the re- 
distributionhistoryDB 53 or license list 56 to prevent du- 
plicate distribution of the upgraded license and playback 
of the contents of the old version after the version up- 
grade, etc. Thus, the distribution service provider can 
delegate the servicing f orthe userto the insurance serv- 
ice server. Furthermore, the user can reliably acquire 
the license with the upgraded contents through the in- 
surance service server 50. 

[0050] Furthermore, when the specification of the us- 
er terminal does not conform to the standard of the con- 
tents distribution format or storage format in the distri- 
bution service (e.g., one side is CD (Compact Disc) au- 
dio and the other side is DVD (Digital Video Disc) audio, 
or one side is MP3 and the other side is AAC, etc.), the 
system having the insurance service server can also in- 
sure the storage of the contents at the user terminal 
through the intermediation of the insurance service. 
[0051] Furthermore, it is also possible to use this sys- 
tem for mutual exchange of contents of different media 
(e.g., mutual exchange between contents downloaded 
using a mobile device and broadcasting contents). In 
such a case, an insurance server for supervising a plu- 
rality of insurance service servers is provided for each 
medium and the servers are connected hierarchically. 
[0052] Furthermore, this embodiment has described 
re-distribution of contents or a license, but it is also pos- 
sible to insure electronic values such as electronic mon- 
ey or electronic tickets, etc., and reduce the risk of loss 
of the electronic values by insurance. 
[0053] Thus, according to this embodiment, the insur- 
ance server that guarantees re-distribution of author- 
ized data to be distributed electronically is constructed 
in such a way as to insure re-distribution of the license 
that allows playback of the contents as authorized data 
and re-distribute a license issued by the distribution 
service provider to the user terminal in response to the 
request from the user who has taken out an insurance 
policy, and the user terminal used in an insurance sys- 
tem that guarantees re-distribution of authorized data 
distributed electronically is provided with a storage sec- 
tion that stores insurance policies issued by the insur- 
ance server and encrypted contents, a license usage 
decision section that stores licenses acquired through 
the insurance server and decides the validity of the li- 
cense for the contents during playback of the contents, 
a playback section that decodes, when the license is val- 
id, the contents using a decoding key included in the 



license and a re-distribution requesting section that re- 
quests, when the license or contents are lost, the insur- 
ance server to re-distribute the license or contents, and 
therefore this embodiment can insure re-distribution of 

5 electronically distributed contents, electronic ticket or 
electronic money, etc., in the event of loss thereof. The 
user has a tendency to hesitate the use of electronic dis- 
tribution services out of the sense of insecurity about 
this loss, but the system of the present invention can 

10 eliminate such insecurity and promote the use of elec- 
tronic distribution services. 

(Embodiment 2) 

15 [0054] As in the case of the configuration shown in 
FIG. 2, an insurance system according to this embodi- 
ment is constructed of a plurality of distribution services 
1 and 2 including contents servers 20 and 21 and license 
servers 10 and 11, a user terminal 40 made up of a PC, 

20 mobile terminal or STB, etc., an insurance service serv- 
er 50 that executes an insurance service and a network 
30 that connects these sections such as the Internet, 
mobile network and broadcasting network. This insur- 
ance system is a system made up of the insurance serv- 
es ice server 50 which is an insurance entity, the license 
server 10(11) which is a distribution entity and the user 
terminal 40 which is the user. The contents servers 20 
and 21 distribute encrypted electronic contents them- 
selves and the license servers 1 0 and 1 1 issue a license 

30 to make the electronic contents available. The informa- 
tion of this license includes information on a decoding 
key for decrypting the encrypted electronic contents. 
[0055] This system introduces a service to allow the 
userto receive re-distribution of purchased contents or 

35 license free of charge. However, when a free re-distri- 
bution service is introduced, the burden on the distribu- 
tion service provider is increased considerably. Thus, 
the right to receive re-distribution is sold on a chargeable 
basis as "re-distribution license" and when the contents 

40 or license is lost, only the user who has the re-distribu- 
tion license can receive re-distribution free of charge. 
[0056] Furthermore, the system is constructed in such 
a way that the insurance service server 50 is provided 
as an independent section dedicated to processing for 

45 re-distribution and the plurality of distribution services 1 
and 2 share this insurance service server 50. 
[0057] As shown in FIG.3, the userterminal 40 is pro- 
vided with a playback function 44 for playbacking con- 
tents stored in the storage medium 45, a license list 43 

50 that describes information indicating the validity/invalid- 
ity of the license owned by the user, a license usage 
decision function 42 that decides whether the contents 
can be playbacked or not with reference to the license 
list 43 and a re-distribution requesting function 41 for 

55 requesting the insurance service server 50 to re-distrib- 
ute the contents or license when lost. The re-distribution 
requesting function 41 , license usage decision function 
42 and playback function 44 are implemented by their 
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respective predetermined processors. Furthermore, the 
license list 43 is data stored in a storage section such 
as a memory. 

[0058] As shown in FIG.3, the insurance service serv- 
er 50 is provided with a re-distribution reception function 5 

51 that receives a request for re-distribution , a contract 
processing function 52 that makes an insurance con- 
tract with the distribution service provider or the user, an 
insurance contract database (DB) 54 that stores insur- 
ance contract information, a re-distribution history DB 10 
53 that stores information on a history of re-distributions 

to the user, a license control function 55 that controls 
licenses and a license list 56 that describes information 
on the validity/invalidity of each license. The re-distribu- 
tion reception function 51 , contract processing function 15 

52 and license control function 55 are implemented by 
their respective predetermined processors. Further- 
more, the re-distribution history database (DB) 53 and 
insurance contract database (DB) 54 are constructed of 
storage sections such as memories and the license list 20 
56 is data stored in a storage section such as a memory. 
[0059] The respective functions of the user terminal 

40 and insurance service server 50 are the functions im- 
plemented by operating a computer incorporated in the 
user terminal 40 or insurance service server 50 accord- 25 
ing to a program. 

[0060] FIG. 1 3 shows a processing flow when the dis- 
tribution service provider signs an insurance contract 
with the insurance service server 50 in this system. This 
processing flow (the same will apply to the processing 30 
flow hereinafter) puts the respective functions of the in- 
surance service server 50 and user terminal 40, and the 
license server 10 on vertical axes and expresses 
processing between the vertical axes using arrows. 
[0061] As a processing flow for making an insurance 35 
contract in this insurance system, FIG. 13 shows a 
processing flow when an insurance contract is signed 
between the user terminal 40 and insurance service 
server 50 and then the user terminal 40 purchases a 
license ("taking out insurance" -» "license purchase"). 40 
[0062] In this processing flow, 

(1) when the user terminal 40 requests an applica- 
tion for insurance to the contract processing func- 
tion 52 of the insurance service server 50, the con- 45 
tract processing function 52 of the insurance serv- 
ice server 50 updates the insurance contract data- 
base (DB) 54 according to the application and is- 
sues a provisional insurance policy. 

(2) The insurance service server 50 reports the up- so 
date result of the insurance contract database (DB) 

54 and result of issuance of the provisional insur- 
ance policy to the license server 10. 

(3) The contract processing function 52 of the insur- 
ance service server 50 that issued the provisional 55 
insurance policy sends the issued provisional insur- 
ance policy to the license usage decision function 

42 of the user terminal 40. The license usage deci- 



sion function 42 that has received the provisional 
insurance policy stores the provisional insurance 
policy in a storage section, for example, the storage 
medium 45. The content of this provisional insur- 
ance policy is the same as that of the aforemen- 
tioned insurance policy in FIG. 6. However, since in 
this processing flow, an insurance contract is signed 
in a stage before the purchase of the license, the 
information on an "guaranteed license ID" and in- 
formation on a "license decoding key" shown in FIG. 
6 are not described. Issuing such a provisional in- 
surance policy means that an insurance contract 
has been concluded which guarantees re-distribu- 
tion of the purchased contents and license from 
then on during the guarantee period under the guar- 
antee conditions. 

(4) When the provisional insurance policy is stored 
at the user terminal 40 as a result of making the in- 
surance contract and the user terminal 40 purchas- 
es the license, the user terminal 40 sends a license 
request and provisional insurance policy to the con- 
tract processing function 52 of the insurance serv- 
ice server 50. The contract processing function 52 
of the insurance service server 50 can decide based 
on the provisional insurance policy received from 
the user terminal 40 that this license request at this 
time is insuredwith an insurance contract. 

(5) The contract processing function 52 of the insur- 
ance service server 50 that has received the license 
request sends the license request to the license 
server 10. 

(6) The license server 10 that has received the li- 
cense request from the insurance service server 50 
issues a license and sends this license to the con- 
tract processing function 52 of the insurance serv- 
ice server 50. Thus, the issuance of the license by 
the license server 10 is carried out based on the 
request from the insurance service server 50 and 
the issued license is also sent to the insurance serv- 
ice server 50, and in this way a license is issued 
necessarily through the intermediary of the insur- 
ance service server 50. This allows the insurance 
service server 50 to link the purchased license to 
the insurance contract specified by the provisional 
insurance policy. 

By the way, as the method for using the insur- 
ance service server 50 as the intermediary in pur- 
chasing the license, the user terminal 40 may also 
send a license request and provisional insurance 
policy to the license server 1 0 and the license server 
10 may inquire of the insurance service server 50 
whether the provisional insurance policy has al- 
ready been registered in the insurance contract da- 
tabase (DB) 54 or not. 

(7) In FIG. 13, the contract processing function 52 
of the insurance service server 50 that has received 
the license issued by the license server 1 0 reissues 
(or updates) the "guaranteed license ID" of the pro- 
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visional insurance policy and the information on the 
"license decoding key" as an official insurance pol- 
icy and sends this official insurance policy and li- 
cense (encrypted using the license decoding key) 
to the user terminal 40. By the way, the license de- 
coding key can use various systems such as a pub- 
lic key system and common key system, etc. Thus, 
the official insurance policy is the data describing 
information (license ID, etc.) to identify the license 
to be insured and insurance application conditions. 

The user terminal 40 that has received the li- 
cense and this insurance policy stores them in a 
storage section such as the storage medium 45. 
The storage medium 45 is designed to store con- 
tents themselves in addition to the license and offi- 
cial insurance policy. This makes the license re-dis- 
tribution service available even when this storage 
medium 45 is used for other user terminals. 

(8) The user terminal 40 that has received the li- 
cense and the official insurance policy sends a li- 
cense list request to the license control function 55 
of the insurance service server 50. 

(9) The license control function 55 of the insurance 
service server 50 that has received the license list 
request sends the license list describing the license 
ID of the license contracted in the official insurance 
policy to the license usage decision function 42 of 
the user terminal 40. 

[0063] The license usage decision function 42 that 
has received the license list stores the license list and 
allows only the license specified by the valid (not inval- 
idated) license ID written in this stored license list to be 
used. By the way, the license list is the data that de- 
scribes the license ID as license identification informa- 
tion and the validity/invalidity of the license (invalidation 
information, etc.). 

[0064] Thus, by sending the license list describing the 
license insured through a normal procedure by the in- 
surance service server 50 from the insurance service 
server 50 to the user terminal 40 and allowing the user 
terminal 40 to use only the license specified by the li- 
cense ID described in this license list, when the insur- 
ance service server 50 re-distributes a license in re- 
sponse to an illegal license re-distribution request, the 
license ID is not described as valid in the license list 
stored in the user terminal 40 which has received this 
license. This allows the user terminal 40 to prevent the 
use of the illegally re-distributed license. 
[0065] Thus, in the processing flow shown in FIG. 13, 
it is possible to carry out an insuring process before pur- 
chasing a license according to the processing steps of 
"request for taking out insurance (issuance of insurance 
policy)" -» "issuance of dummy (provisional) insurance 
policy" -» "request for license purchase and the presen- 
tation of dummy insurance policy" "license issuance 
and update to/re-issuance of insurance policy (issuance 
of insurance policy)." With respect to the insurance con- 
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tract, the insurance service server 50, which is inde- 
pendent of the license server 10, takes the initiative in 
carrying out the contract and control, and therefore the 
license server 10 can easily introduce a license re-dis- 

5 tribution service without adding any complicated 
processing for re-distribution and at the same time pro- 
vide smooth re -distribution services preventing illegal 
re-distributions. Furthermore, in the case of the "license 
issuance and update to/re-issuance of insurance policy 

10 (issuance of insurance policy)," a license list is issued 
and the user terminal 40 can thereby prevent the use of 
an illegally re-distributed license. 
[0066] FIG. 14 shows a processing flow for the user 
terminal 40 which has an official insurance policy, li- 

15 cense and license list according to an insurance con- 
tract to receive re-distribution of the license based on 
the insurance contract. 
[0067] In this processing flow, 

(1) when the user inputs a re-distribution request 
using an input apparatus (not shown) of the user 
terminal 40, this request is supplied to the re-distri- 
bution requesting function 41 of the user terminal 
40. 

(2) The re-distribution requesting function 41 of the 
user terminal 40 that has received the re-distribu- 
tion request sends a re-distribution request to the 
re-distribution reception function 51 of the insur- 
ance service server 50. 

(3) The re-distribution reception function 51 of the 
insurance service server 50 that has received this 
re-distribution request from the user terminal 40 
records the re-distribution history and then sends 
the information to the re-distribution requesting 
function 41 of the user terminal 40. 

(4) The re-distribution requesting function 41 of the 
user terminal 40 that has received the recording re- 
sult of the re-distribution history sends a request for 
a list including the license to be originally re-distrib- 
uted and alternate licenses to the re-distribution re- 
ception function 51 of the insurance service server 
50. 

(5) The re-distribution reception function 51 of the 
insurance service server 50 that has received the 
request for this list inquires of the license server 1 0 
whether the license server 10 provides the license 
to be re-distributed or not at that time. 

(6) If the license server 10 that has received the in- 
quiry about the license provides the inquired li- 
cense, it sends the information to the re-distribution 
reception function 51 of the insurance service serv- 
er 50. On the contrary, if the license server 1 0 does 
not provide the inquired license, that is, when the 
license server 1 0 cannot meet the user's request for 
re-distribution, for example, because the disclosure 
of contents whose re-distribution is requested by 
the user has been discontinued due to circumstanc- 
es on the contents distribution service provider side 
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or the server is down or distribution services are dis- 
continued, the license server 10 sends a list of al- 
ternate licenses to use alternate contents as a sub- 
stitute to the re-distribution reception function 51 of 
the insurance service server 50. 5 

(7) The re-distribution reception function 51 of the 
insurance service server 50 that has received the 
list of the alternate licenses sends the alternate li- 
cense list to the re-distribution requesting function 

41 of the user terminal 40. If the license server 10 10 
does not provide the license to be re-distributed, the 
insurance service server 50 inquires of other li- 
cense servers (not shown) about alternate licenses, 
and can thereby present the list of more alternate 
licenses to the user terminal 40. In this case, by is 
specifying a specific genre of the contents for the 
re-distribution request sent from the user terminal 
40, the insurance service server 50 can narrow the 
alternate license search range and present alter- 
nate licenses to use contents of the genre that 20 
meets the user's preferences. Thus, the user termi- 
nal 40 always uses the insurance service server 50 
as the intermediary when using re-distribution of a 
license, this insurance service server 50 takes the 
initiative in carrying out re-distribution processing 25 
according to the request for re-distribution, and it is 
thereby possible to search for an alternate license 
not only from the license server which has issued 
the license but also more widely from other license 
servers and carry out re-distribution more smoothly. 30 

(8) The re-distribution requesting function 41 of the 
user terminal 40 that has received the alternate li- 
cense list allows a display apparatus to display al- 
ternate licenses in the list. 

(9) When the user manipulates an input apparatus 35 
(not shown) to select an alternate license of his/her 
preference from the alternate licenses displayed on 

the display apparatus, the selection result is sup- 
plied to the re-distribution requesting function 41 of 
the user terminal 40. *o 

(10) The re-distribution requesting function 41 of the 
user terminal 40 that has received the selection re- 
sult sends the selection result to the re-distribution 
reception function 51 of the insurance service serv- 
er 50. 45 

(11) The re-distribution reception function 51 of the 
insurance service server 50 that has received the 
selection result supplies the request for the alter- 
nate license specified by the selection result to the 
contract function 52. so 

(12) The contract processing function 52 that has 
received the request for the alternate license sends 
the alternate license request to the license server 
10 that supplies the license. 

(13) The license server 1 0 that has received the li- 55 
cense request issues the license and sends it to the 
contract function 52 of the insurance service server 

50. 



(1 4) The contract function 52 of the insurance serv- 
ice server 50 that has received the license supplies 
the license to the re-distribution reception function 
51 as the alternate license. 

(15) The re-distribution reception function 51 that 
has received the alternate license informs the li- 
cense control function 55 of the receipt of the alter- 
nate license. 

(16) The license control function 55 supplies a li- 
cense list update instruction to the re-distribution re- 
ception function 51 . 

(17) The re-distribution reception function 51 that 
has received the license list update instruction 
sends the alternate license and the license list up- 
date instruction to the re-distribution requesting 
function 41 of the user terminal 40. This means that 
the re-issuance of the license has been done. Thus, 
by carrying out steps "re-distribution request" 
"confirmation of alternate condition" — » "confirma- 
tion of presence/absence of requested license" -» 
"alternate distribution in the absence of request li- 
cense" according to the processing flow shown in 
FIG. 14, smooth license (alternate license) re-distri- 
bution is carried out principally by the insurance 
service 50. By the way, the "re-issuance of license" 
in this embodiment means that a license or alter- 
nate license searched by the insurance service 
server 50 according to the re-distribution request is 
sent to the user terminal 40, but the present inven- 
tion is not limited to this and it also means that a 
license or alternate license is issued by the license 
server 10 at the request of the insurance service 
server 50. Or it can also mean that the license list 
is updated based on this license or alternate li- 
cense. 

(18) The re-distribution reception function 51 of the 
insurance service server 50 supplies the received 
alternate license and license list update instruction 
to the license usage decision function 42. 

(19) The license usage decision function 42 stores 
the received alternate license and updates the li- 
cense list. When this license list is updated, the 
source license that served as the basis for the re- 
quest for re-distribution of the license (that is, li- 
cense whose data is assumed to have been lost by 
an accident, etc.) is invalidated and the license ID 
of the alternate license is newly added to the list. 
Thus, the use of the license which served as the 
basis for re-distribution is prohibited and it is thereby 
possible to prevent the license from being re-dis- 
tributed for the purpose of illegally increasing the 
number (types) of licenses. Furthermore, the insur- 
ance service server 50 provided independently of 
the license server 10 which is the distribution serv- 
ice provider server carries out such license list up- 
date control ("update by insurance entity so that va- 
lidity/invalidity of source license is set to an invalid 
state, a new license ID is issued (information indi- 
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eating validity/invalidity of the new license ID is set 
to "valid")" "update of user side (user terminal 40 
side) list"), and it is thereby possible to easily intro- 
duce re-distribution services without adding compli- 
cated processing for re-distribution to the process- 
ing by the license server 10 when carrying out li- 
cense distribution services. 

[0068] Thus, in the processing flow shown in FIG. 14, 
re-distribution is always carried out through the insur- 
ance service server 50 when a license is re-distributed 
and the insurance service server 50 takes the initiative 
in updating the license list and providing an alternate 
license, and can thereby smoothly re-distribute the li- 
cense. The effect of using the license list is as follows. 
The insurance entity (insurance service 50) cannot pre- 
vent illegal acquisition (illegal re-distribution) of the li- 
cense because it has difficulty in confirming the authen- 
ticity of the re-distribution request itself. But when the 
user terminal 40 refers to this license list to use or exe- 
cute the license, it is possible to prevent illegal execution 
of the license. Especially, the effect of illegal execution 
of the alternate license (different entity) is large. 
[0069] By the way, the above embodiment has de- 
scribed the case where a license is purchased after 
signing an insurance contract (FIG. 13), but the present 
invention is not limited to this and an insurance contract 
can also be signed after the license is purchased ("after 
license purchase" -> "taking out insurance"). 
[0070] That is, FIG.1 5 shows a processing flow when 
an insurance contract is signed after the license is pur- 
chased and 

(1) when a license request is sent from the user ter- 
minal 40 to the license server 10, 

(2) the license server 1 0 sends the license (a) to the 
user terminal 40 in response to the license request. 
This license list (a) is stored in a storage section 
such as the storage medium 45. 

(3) Furthermore, when a license request is newly 
sent from the user terminal 40 to the license server 
10, 

(4) the license server 10 sends a license (b) to the 
user terminal 40 in response to the license request. 
This license list (b) is stored in a storage section 
such as the storage medium 45, etc. Thus, when 
the license server 10 issues a license, the license 
server 10 stores the issued license content as li- 
cense issuance information. This will be used to 
confirm the authenticity of the license from the in- 
surance service server 50 when the insurance con- 
tract is signed later. 

(5) Thus, when the licenses (a) and (b) are pur- 
chased through the user terminal 40, if the user ter- 
minal 40 presents the licenses (a) and (b) for the 
purpose of signing the insurance contract and 
sends a request for an application for insurance to 
the contract processing function 52 of the insurance 
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service server 50, 

(6) the contract processing function 52 of the insur- 
ance service server 50 inquires of the license server 
1 0 about the authenticity of the presented licenses 

(a) and (b). By the way, as shown in FIG. 16, the 
license content includes the name of a distribution 
entity that identifies the license server 10, user ID 
that identifies the user and usage conditions (play- 
backpermission, contents ID, usage period and 
contents decoding key) as information on a pur- 
chased license. By inquiring of the license server 
10 about this description content, the insurance 
service server 50 decides the authenticity of the li- 
cense based on the license issuance information 
stored in the license server 10. By the way, the in- 
formation on the purchased license may take any 
form, whether the content of the license shown in 
FIG.1 6 plus dedicated data or dedicated data pro- 
vided apart from the license as information on the 
purchased license (index file, etc.). 

(7) In FIG. 15, when a confirmation result that the 
license is the authentic one is obtained, the contract 
processing function 52 of the insurance service 
server 50 sends the insurance policy for these li- 
censes (a) and (b) and the licenses (a) and (b) en- 
crypted by the license decoding key (FIG. 6) at- 
tached to this insurance policy (hereinafter referred 
to as "licenses (a') and (b')") to the user terminal 40. 
The insurance policy is the data describing informa- 
tion (license ID, etc.) to identify the insured license 
and describing the insurance application condition 
and when the license is encrypted, the insurance 
policy includes the license decoding key (it does not 
matter whether it is the public key system or com- 
mon key system, etc.,). When there is a plurality of 
items to be insured, it is also possible to provide dif- 
ferent keys for respective items. The user terminal 
40 that has received the licenses (a*) and (b 1 ) and 
insurance policy stores these licenses in a storage 
section such as the storage medium 45. 

(8) The user terminal 40 that has completed the 
storage of the insurance policy is considered to 
have obtained the right to request a license list and 
sends a request for the license list to the license 
control function 55 of the insurance service server 
50. 

(9) The license control function 55 of the insurance 
service server 50 that has received the license list 
request sends the license list including the licenses 
(a') and (b') specified by the received license list re- 
quest to the user terminal 40. The licenses (a) and 

(b) included in this license list are regarded as 
invalid. 

[0071] Thus, in the processing flow shown in FIG.1 5, 
it is possible to carry out insuring processing after a li- 
cense is purchased ("after license purchase" -» "taking 
out insurance"). Then, when insuring processing after 
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the license purchase is performed according to the 
processing steps of "presentation of purchased license" 
-> "license authenticity confirmation" -» "insurance pol- 
icy issuance," it is possible to provide a smooth re-dis- 
tribution service which prevents illegal re-distribution. 5 
Furthermore, by issuing a license list at the time of "in- 
surance policy issuance, " it is possible to prevent the 
use of an illegally re-distributed license when the user 
terminal 40 uses contents based on the re-distributed 
license. 10 
[0072] In the case where the insuring processing is 
performed after the purchase of a license as shown in 
FIG. 15, the insurance service server 50, which is inde- 
pendent of the license server 10, takes the initiative in 
making the insurance contract and control, and can '5 
thereby easily introduce a license re-distribution service 
and provide a smooth re-distribution service which pre- 
vents illegal re-distribution. In the processing flow 
shown in FIG. 15, the case where the request for pur- 
chasing a license from the user 40 is directly sent to the 20 
license server (distribution server) 10 has been de- 
scribed, but the present invention is not limited to this 
and the request may also be sent from the user terminal 
40 to the license server 10 through various entities. 
[0073] Furthermore, the above-described embodi- 25 
ment has described the case where an insurance con- 
tract is signed before the license purchasing process or 
an insurance contract is signed after the license pur- 
chasing process, but the present invention is not limited 
to this and the license purchasing process and signing 30 
of the insurance contract can be performed simultane- 
ously In this case, the issuance order for issuing an in- 
surance policy that specifies the issuance of the license 
and license to be insured can be determined arbitrarily, 
whichever comes first. In this case, the timing of issuing 35 
the license list may be before or after the issuance of 
the license and issuance of the insurance policy, and 
the order in which the license, insurance policy and li- 
cense list are issued is not particularly limited. 
[0074] Furthermore the above-described embodi- *o 
ment has described the case of purchasing a license to 
use contents, but the present invention is not limited to 
this and the present invention is also applicable to the 
case where contents are provided without using any li- 
cense. In this case, the contents server 20 may be used ^5 
instead of the license server 10 in FIG. 13 to FIG. 15 and 
the contents maybe provided and re-distributed inplace 
of the license. In this case, a contents list describing 
available contents is provided from the insurance serv- 
ice server 50 to the user terminal 40 and the user termi- so 
nal 40 is allowed to use only contents described as valid 
in this contents list, and it is thereby possible to prohibit 
the use of illegally re-distributed contents. The contents 
list that replaces the license list describes a contents ID 
instead of the license ID which is license identification 55 
information. Furthermore, as the information to specify 
the insurance target described in the insurance policy, 
the contents ID is described instead of the license ID. 



[0075] As is apparent from the above explanations, 
when an electronically distributed license or contents 
are lost by an accident or by mistake, the insurance sys- 
tem of this embodiment can assure re-distribution there- 
of. The user has a tendency to hesitate to use electronic 
distribution services out of the sense of insecurity about 
this loss, but the insurance system of this embodiment 
can eliminate such insecurity and promote the use of 
electronic distribution services. 
[0076] Furthermore, when a license is re-distributed, 
the system of the present invention invalidates previous 
licenses, and can thereby exclude illegal use of the sys- 
tem. 

[0077] Furthermore, the distribution service provider 
can secure reliability of the user on services provided 
using this system without bearing large burden. 
[0078] Furthermore, the distribution service provider 
can also use this system to provide services for the user 
when a distribution format or storage format is changed 
or contents are upgraded. 

[0079] Thus, even if the user erases music contents 
stored in a storage medium by mistake or music con- 
tents are lost by a machine crash, the insurance system 
of this embodiment can use remedial means such as re- 
distribution of a license or an alternate license. Thus, 
the user need not purchase the music contents again, 
eradicating the sense of insecurity about services of 
electronically distributing contents, etc. 
[0080] Furthermore, compared to the case where a 
contents distribution service provider executes re-distri- 
bution of contents or a license based on the user's re- 
quest, the contents distribution service provider need 
not develop or introduce any special subsystem for re- 
distribution, which eliminates the need for financing 
therefor. 

[0081] Furthermore, it is practically difficult to certify 
the loss of contents or a license and it is not possible to 
discern between truth and falsehood of an accident re- 
port by the user. On the contrary, issuing a license list 
to make it difficult to use illegally re-distributed licenses 
or contents can prevent frequent abuses of re-distribu- 
tion. 

[0082] Furthermore, when the contents distribution 
service provider cannot meet the request for the re-dis- 
tribution by the user because, for example, the disclo- 
sure of contents whose re-distribution is requested by 
the user has been discontinued because of circum- 
stances on the contents distribution service provider 
side or the server is down or distribution services are 
discontinued, by re-distributing an alternate contents or 
alternate license, it is also possible to prevent non-ful- 
fillment by the carrier side of a contents sale contract 
concluded contingent upon re-distribution. 
[0083] This application is based on the Japanese Pat- 
ent Application No. 2001-1 60803 filed on May 29, 200 1 , 
entire content of which is expressly incorporated by ref- 
erence herein. 
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in substitution for the insured contents to said user 
terminal with the consent of the user. 

11. The insurance system according to claim 10, 
5 wherein said insurance server searches for said al- 
ternate contents from among contents provided by 
a distribution service provider different from the 
contents distributor. 

10 12. The insurance system according to claim 9 or 10, 
wherein said insurance server records a re-distribu- 
tion history of said license re-distributed to the user 
and determines guarantee conditions concerning 
the re-distribution based on said re-distribution his- 

15 tory. 

13. The insurance system according to claim 12, 
wherein said insurance server determines an upper 
limit on the number of re-distributions of the same 

20 contents based on said re-distribution history. 

14. The insurance system according to claim 12, 
wherein said insurance server determines an upper 
limit on the total number of re-distributions for all 

25 contents based on said re-distribution history, 

15. The insurance system according to claim 12, 
wherein said insurance server determines a pre-pe- 
riod until said re-distribution starts based on said re- 

30 distribution history. 

16. The insurance system according to claim 12, 
wherein said insurance server determines a guar- 
antee period based on said re-distribution history. 

35 

17. The insurance system according to claim 12, 
wherein said insurance server determines an upper 
limit on a price difference between insured contents 
and alternate contents based on said re-distribution 

40 history. 

18. The insurance system according to claim 12, 
wherein said insurance server exchanges said re- 
distribution history with other insurance servers. 

45 



Industrial Applicability 

[0084] The present invention is preferably used for a 
system that distributes contents or a license for using 
contents through a network. 



Claims 

1. An insurance system for guaranteeing re-distribu- 
tion of electronically distributed authorized data, 
which generates the right to receive re-distribution 
contingent upon taking out an insurance policy. 

2. The insurance system according to claim 1 , wherein 
said authorized data is a license for authorizing 
playback of contents. 

3. The insurance system according to claim 2, wherein 
a server of a distribution service provider that dis- 
tributes said contents, an insurance server of an in- 
surance service provider that guarantees re-distri- 
bution of said contents and a user terminal of a user 
who uses the distribution service of said contents 
are connected through a network. 

4. The insurance system according to claim 3, wherein 
said insurance service provider guarantees re-dis- 
tribution of said contents and a license for said con- 
tents for an insured user. 

5. The insurance system according to claim 4, wherein 
said insurance service provider issues an insurance 
policy to the insured user. 

6. The insurance system according to claim 5, wherein 
sa id insurance policy includes a private key to de- 
code data encrypted using a public key and distrib- 
uted by said insurance server. 

7. The insurance system according to claim 5, wherein 
said insurance server distributes the insured user 
said insurance policy. 

8. The insurance system according to claim 6, wherein 
said insurance server encrypts the license issued 
by the server of said distribution service provider us- 
ing said public key and distributes the license to the 
user terminal of the insured user. 

9. The insurance system according to claim 3, wherein 
said insurance server re-distributes said license to 
said user terminal in response to a request from the 
user terminal of the insured user. 

10. The insurance system according to claim 9, wherein 
said insurance server re-distributes an alternate li- 
cense for authorizing playback of alternate contents 



1 9. The insurance system according to claim 3, wherein 
said insurance service provider guarantees the 
right of the user in the event that said distribution 
service provider has trouble or discontinues opera- 
tions based on the insurance policy that said distri- 
bution service provider has taken out. 

20. The insurance system according to claim 3, wherein 
said insurance service provider guarantees the 
right of the user to receive re-distribution when said 
distribution service provider upgrades the distribut- 
ed contents based on the insurance policy that said 
distribution service provider has taken out. 
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21. The insurance system according to claim 19, 
wherein said insurance server detects the number 
of times trouble occurs in the service provided by 
said distribution service provider and the time until 
the service is recovered and determines guarantee 
conditions for said distribution service provider 
based on the detection result. 

22. The insurance system according to claim 4, wherein 
said insurance server controls a license list that de- 
scribes licenses available to the user terminal. 

23. The insurance system according to claim 22, 
wherein said license list describes invalidated li- 
censes. 

24. The insurance system according to claim 22, 
wherein part of said license list is copied and re- 
tained by said user terminal and said user terminal 
refers to said copy when contents are playbacked 
to determine the validity of the license concerning 
said contents. 

25. The insurance system according to claim 24, 
wherein said user terminal inquires of said insur- 
ance server about the validity of the license that 
cannot be decided from said copy. 

26. The insurance system according to claim 22, 
wherein said user terminal inquires of said insur- 
ance server about the validity of the license con- 
cerning said contents every time the contents are 
playbacked. 

27. The insurance system according to claim 3, wherein 
said insurance server accepts the use of said dis- 
tribution service by an insured user and distributes 
the license issued from the server of the distribution 
service provider to said user terminal. 

28. The insurance system according to claim 27, 
wherein said insurance server distributes the con- 
tents distributed from the server of said distribution 
service provider together to said user terminal. 

29. The insurance system according to claim 27 or 28, 
wherein said insurance server adds information on 
the guarantee conditions of the guaranteed re-dis- 
tribution to said license or contents distributed to 
said user terminal. 

30. The insurance system according to claim 27 or 28, 
wherein said insurance server adds information on 
the guarantee conditions of the guaranteed re-dis- 
tribution to an electronic receipt of said contents is- 
sued to said user terminal. 

31 . The insurance system according to claim 3, wherein 
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the server of the distribution service provider that 
has accepted the use of said distribution service by 
the user requests said insurance server to add in- 
surance and said insurance server guarantees re- 
5 distribution of contents distributed in response 
thereto. 

32. The insurance system according to claim 4, wherein 
a plurality of said insurance servers guarantee said 

10 license and said contents separately. 

33. The insurance system according to claim 3, wherein 
a plurality of said insurance servers that guarantees 
re-distribution of contents distributed through differ- 

15 ent networks work in cooperation with each other. 

34. An insurance server for guaranteeing re-distribution 
of electronically distributed authorized data, which 
guarantees re-distribution of a license for authoriz- 

20 jng playback of contents as said authorized data 
and re-distributes said license issued by a distribu- 
tion service provider to a user terminal of an insured 
user at the request of said insured user. 

25 35. The insurance server according to claim 34. com- 
prising: 

a contract processing section that makes an in- 
surance contract; 
30 an insurance contract database that stores a 

record of an insurance contract; 
a license control section that controls a license 
available to said user terminal based on a li- 
cense list; 

35 a re-distribution reception section that receives 

a request for re-distribution from said user ter- 
minal; and 

a re-distribution history database that stores a 
history of the re-distribution to the user termi- 
40 nal. 

36. The insurance server according to claim 35, where- 
in said contract processing section makes an insur- 
ance contract with the user and the distribution 

45 service provider. 

37. The insurance server according to claim 35, where- 
in said re-distribution reception section has a func- 
tion of searching for alternate contents in substitu- 

50 tion for the insured contents. 

38. The insurance server according to claim 35, where- 
in said contract processing section generates a pair 
of a public key and private key every time an insur- 

55 ance contract with the user is concluded and dis- 
tributes an insurance policy including said private 
key to the user terminal of said user. 
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39. The insurance server according to claim 38, where- 
in said contract processing section encrypts the li- 
cense of the distributed contents acquired from the 
server of the distribution service provider using said 
public key and distributes the license to the user ter- 
minal of said user. 

40. The insurance server according to claim 35, where- 
in guarantee conditions are controlled for each user 
according to said insurance contract database. 

41. The insurance server according to claim 36, com- 
prising a detection section that detects the number 
of times trouble occurs in the service provided by 
said distribution service provider and/or a time until 
recovery thereof, wherein said contract processing 
section determines guarantee conditions for said 
distribution service provider based on the detection 
res u it of said detection section. 

42. A user terminal used for an insurance system that 
guarantees re-distribution of electronically distribut- 
ed authorized data, comprising: 

a storage section that stores an insurance pol- 
icy issued by an insurance server and encrypt- 
ed contents; 

a license usage decision section that stores the 
license acquired through said insurance server 
and decides the validity of the license for said 
contents during playback of said contents; 
a playback section that decodes said contents 
using a decoding key included in said license 
when said license is valid; and 
are-distributionrequestingsectiont- 
hatrequests, in the event of loss of said license 
or said contents, said insurance server to re- 
distribute said license or said contents. 

43. The userterminal according to claim 42, comprising 
a license list for the own terminal that stores part of 
data of a license list stored in said insurance server, 
wherein said license usage decision section refers 
to said license list for the own terminal, decides the 
validity of the license and inquires, when said valid- 
ity cannot be decided from said license list for the 
own terminal, of said insurance server about the va- 
lidity of the license. 

44. The user terminal according to claim 42, wherein 
when the validity of the license is decided, said li- 
cense usage decision section inquires of said insur- 
ance server about the validity of all the licenses. 

45. A server of a distribution service provider used for 
an insurance system that guarantees re-distribution 
of electronically distributed authorized data, which 
incorporates the function of the insurance server 



according to any one of claims 34 to 41 . 

46. An insurance system comprising: 

a distribution service provider server that is- 
sues a license for authorizing the use of con- 
tents; 

a user terminal that uses contents based on 
said issued license; and 
an insurance server that guarantees re-issu- 
ance of said license. 

47. An insurance system comprising: 

a distribution service provider server that is- 
sues a license for authorizing the use of con- 
tents; 

a user terminal that uses contents based on 
said issued license; and 
an insurance server that guarantees re-issu- 
ance of said license, wherein a request for the 
re-issuance of said license is sent to said dis- 
tribution service provider server through said 
insurance server. 

48. The insurance system according to claim 47, 
wherein said insurance server decides whether the 
license to be reissued may or may not be issued 
based on said request for re-issuance and issues, 
based on this decision result, said license to be re- 
issued or an alternate license for using other alter- 
nate contents according to said request for re-issu- 
ance. 



35 49. An insurance system comprising: 



a distribution service provider server that is- 
sues a license for authorizing the use of con- 
tents in response to the purchase processing 
thereof; 

a user terminal that uses contents based on 
said issued license; 

an insurance server that guarantees re-issu- 
ance of said license based on predetermined 
insuring processing, 
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wherein said insurance server confirms the authen- 
ticity of purchased information based on the pur- 
chased information of said license and carries out 
said insuring processing based on this confirmation 
result. 

50. The insurance system according to claim 49, 
wherein said insurance server issues insurance 
policy information that guarantees re-issuance of 
said license in said insuring processing. 

51. The insurance system according to claim 49, 
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wherein said insurance server issues license list in- 
formation showing a license available to the insurer 
of the insurance in said insuring processing. 

52. An insurance system comprising: 

a distribution service provider server that is- 
sues a license for authorizing the use of con- 
tents in response to purchasing processing 
thereof; 

a user terminal that uses contents based on 
said issued license; and 
an insurance server that guarantees re-issu- 
ance of said license based on predetermined 
insuring processing, 

wherein in said insuring processing, said insurance 
server issues provisional insurance policy informa- 
tion that guarantees re-issuance of said license and 
then issues said license based on a request for pur- 
chasing said license and the presentation of said 
issued provisional insurance policy information, up- 
dates said provisional insurance policy information 
in response to the issuance of this license and 
thereby issues official insurance policy information. 

53. The insurance system according to claim 52, 
wherein in said processing of issuing said official 
insurance policy information, said insurance server 
issues license list information indicating a license 
available to the insurer of the insurance. 

54. An insurance system comprising: 

a distribution service provider server that is- 
sues a license for authorizing the use of con- 
tents; 

a user terminal that uses contents based on 
said issued license; and 
an insurance server that guarantees re-issu- 
ance of said license based on predetermined 
insuring processing, 

wherein said insurance server issues insurance 
policy information that specifies a license for which 
said re-issuance is guaranteed. 

55. The insurance system according to claim 54, 
wherein said insurance server issues license list in- 
formation indicating a license available to the insur- 
er of said insurance. 

56. An insurance system comprising: 

a distribution service provider server that is- 
sues a license for authorizing the use of con- 
tents; 

a user terminal that uses contents based on 



1 838 A1 32 

said issued license; and 
an insurance server that guarantees re-issu- 
ance of said license based on predetermined 
insuring processing, 

5 

wherein said insurance server issues as informa- 
tion for guaranteeing re-issuance of said license, in- 
surance policy information including information 
specifying a license to be guaranteed and informa- 
10 tion indicating conditions under which the guaran- 
tee is applied based on said insuring processing. 

57. The insurance system according to claim 56, 
wherein said insurance policy information includes 

15 a decoding key for decrypting said license to be 
guaranteed. 

58. An insurance system comprising: 

20 a distribution service provider server that is- 

sues a license for authorizing the use of con- 
tents; 

a user terminal that uses contents based on 
said issued license; and 
25 an insurance server that guarantees re-issu- 

ance of said license based on predetermined 
insuring processing, 

wherein said insurance server issues license list in- 
30 formation including identification information on a li- 
cense available to the insurer of said license and 
information on the validity/invalidity of this license. 

59. The insurance system according to claim 58, 
35 wherein said insurance server invalidates said li- 
cense of said license list information based on re- 
issuance of said license and adds new identification 
information corresponding to said reissued license 
to said license list information as valid information. 

40 

60. The insurance system according to claim 58 or 59, 
wherein said user terminal prohibits the execution 
of invalid license according to said license list infor- 
mation. 

45 

61 . An insurance system comprising: 

a distribution service provider server that pro- 
vides contents; 
50 a user terminal that uses said distributed con- 

tents; and 

an insurance server that guarantees re-distri- 
bution of said contents. 

55 62. An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents; 
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a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents, wherein a request for 
re-distribution of said contents is sent to said 5 
distribution service provider server through 
said insurance server. 

63. The insurance system according to claim 62, 
wherein said insurance server decides whether the 10 
contents to be re-distributed may or may not be dis- 
tributed based on said request for re-distribution 
and based on this decision result, distributes said 
contents to be re-distributed or other alternate con- 
tents according to said request for re-distribution. is 

64. An insurance system comprising: 



65. The insurance system according to claim 64, 
wherein said insurance server issues insurance 
policy information for guaranteeing re-distribution of 35 
said contents in said insuring processing. 

66. The insurance system according to claim 64, 
wherein said insurance server issues contents list 
information indicating contents available to the in- 40 
surer of the insurance in said insuring processing. 

67. An insurance system comprising: 
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provisional insurance policy, updates said pro- 
visional insurance policy information in re- 
sponse to this distribution of contents and 
thereby issues official insurance policy informa- 
tion. 

68. The insurance system according to claim 67, 
wherein in the processing of issuing said insurance 
policy information, said insurance server issues 
contents list information indicating contents availa- 
ble to the insurer of the insurance. 

69. An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents; 

a user terminal that uses said distributed con- 
tents; and 

aninsuranceserverthatguaranteesre-distribu- 
tion of said contents based on predetermined 
insuring processing, wherein said insurance 
server issues insurance policy information that 
specifies contents for which said re-distribution 
is guaranteed. 

70. The insurance system according to claim 69, 
wherein said insurance server issues contents list 
information indicating contents available to the in- 
surer of said license. 

71. An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 
mined insuring processing, wherein said insur- 
ance server issues as information for guaran- 
teeing re-distribution of said contents, insur- 
ance policy information including information 
specifying contents to be guaranteed and infor- 
mation indicating conditions under which the 
guarantee is applied based on said insuring 
processing. 

72. The insurance system according to claim 71 , 
wherein said insurance policy information includes 
a decoding key for decrypting said contents to be 
guaranteed. 

73. An insurance system comprising: 

a distribution service provider server for distrib- 
uting contents; 

a user terminal that uses said distributed con- 
tents; and 



a distribution service provider server that dis- 45 
tributes contents according to purchasing 
processing thereof; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- so 
bution of said contents based on predeter- 
mined insuring processing, wherein in said in- 
suring processing, said insurance server is- 
sues provisional insurance policy information 
for guaranteeing re-distribution of said contents 55 
and then distributes said contents based on a 
request for purchasing said contents and the 
presentation of the information on said issued 
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a distribution service provider server that dis- 
tributes contents according to purchasing 20 
processing thereof; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 25 
mined insuring processing, wherein said insur- 
ance server confirms the authenticity of pur- 
chased information based on the purchased in- 
formation of said contents and carries out said 
insuring processing based on this confirmation 30 
result. 
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an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 
mined insuring processing, wherein said insur- 
ance server issues contents list information in- 
cluding identification information of contents 5 
available to the insurer of said license and in- 
formation on the validity/in validity of these con- 
tents. 

74. The insurance system according to claim 73, m> 
wherein said insurance server invalidates said con- 
tents of said contents list information based on the 
execution of re-distribution of said contents and 
adds new identification information corresponding 

to said re-distributed contents to said contents list '5 
information as valid information. 

75. The insurance system according to claim 73 or 74, 
wherein said user terminal prohibits the use of 
invalid contents in said contents list information. 20 

76. An insurance server of an insurance system that 
guarantees re-issuance of a license for authorizing 
the use of contents issued by a distribution service 
provider server, which supplies a request for re-is- 25 
suance of said license supplied from said user ter- 
minal to said distribution service provider server. 

77. The insurance server according to claim 76, which 
decides whether the license to be reissued may or 30 
may not be issued based on said request for re-is- 
suance and based on this decision result, issues 
said license to be reissued or an alternate license 

for using other alternate contents according to said 
request for re-issuance. 35 

78. An insurance server of an insurance system that 
guarantees re-issuance of a license for authorizing 
the use of contents issued by a distribution service 
provider server according to predetermined pur- 40 
chasing processing based on predetermined insur- 
ing processing, which confirms the authenticity of 
purchased information based on the purchased in- 
formation of said license and carries out said insur- 
ing processing based on this confirmation result. 45 

79. An insurance server in an insurance system that 
guarantees re-issuance of a license for authorizing 
the use of contents issued by a distribution service 
provider server according to predetermined pur- 50 
chasing processing basedonpredeterminedinsur- 

ing processing.whichissues, in said insuring 
processing, provisional insurance policy informa- 
tion for guaranteeing re-issuance of said license, 
then issues said license based on a request for pur- ss 
chasing of said license and the presentation of said 
issued provisional insurance policy information, up- 
dates said provisional insurance policy information 



36 

in response to the issuance of this license and 
thereby issues official insurance policy information. 

80. An insurance server in an insurance system that 
guarantees re-issuance of a license for authorizing 
the use of contents issued by a distribution service 
provider server, which issues insurance policy infor- 
mation that specifies a license for which said re-is- 
suance is guaranteed. 

81 . An insurance server in an insurance system that 
guarantees re-issuance of a license for authorizing 
the use of contents issued by a distribution service 
provider server ba sed on predetermined insuring 
processing, which issues as information for guaran- 
teeing re-issuance of said license, insurance policy 
information including information specifying a li- 
cense to be guaranteed and information indicating 
conditions under which the guarantee is applied 
based on said insuring processing. 

82. An insurance server in an insurance system that 
guarantees re-issuance of a license for authorizing 
the use of contents issued by a distribution service 
provider server based on predetermined insuring 
processing, which issues identification information 
on a license available to the insurer of said license 
and license list information including information on 
the validity/invalidity of this license. 

83. An insurance server in an insurance system that 
guarantees re-distribution of contents distributed 
from a distribution service provider server, which 
supplies a request for re-distribution of said con- 
tents supplied from said user terminal to said distri- 
bution service provider server. 

84. The insurance server according to claim 83, which 
decides whether contents to be re-distributed may 
or may not be distributed based on said request for 
re-distribution and based on this decision result, 
distributes said contents to be re-distributed or oth- 
er alternate contents according to said request for 
re-distribution. 

85. An insurance server in an insurance system that 
guarantees re-distribution of contents distributed 
from a distribution service provider server accord- 
ing to predetermined purchasing processing based 
on predetermined insuring processing, which con- 
firms the authenticity of purchased information 
based on the purchased information of said con- 
tents and carries out said insuring processing 
based on this confirmation result. 

86. An insurance server in an insurance system that 
guarantees re-distribution of contents distributed 
from a distribution service provider server accord- 
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ing to predetermined purchasing processing based 
on predetermined insuring processing, which is- 
sues, in said insuring processing, provisional insur- 
ance policy information for guaranteeing re-distri- 
bution of said contents, then distributes said con- 
tents based on a request for purchasing said con- 
tents and the presentation of said issued provisional 
insurance policy information, updates said provi- 
sional insurance policy information in response to 
this distribution of contents and thereby issues offi- 
cial insurance policy information. 

87. An insurance server in an insurance system that 
guarantees re-distribution of contents distributed 
from a distribution service provider server, which is- 
sues insurance policy information specifying con- 
tents for which said re-distribution is guaranteed. 

88. An insurance server in an insurance system that 
guarantees re-distribution of contents distributed 
from a distribution service provider server based on 
predetermined insuring processing, which issues 
as information for guaranteeing re-distribution of 
said contents, insurance policy information includ- 
ing information specifying contents to be guaran- 
teed and information indicating conditions under 
which the guarantee is applied based on said insur- 
ing processing. 

89. An insurance server in an insurance system that 
guarantees re-distribution of contents distributed 
from a distribution service provider server based on 
predetermined insuring processing, which issues 
contents list information including identification in- 
formation on contents available to the insurer of 
said license and information on the validity/invalidity 
of the contents. 

90. A distribution service provider server that issues li- 
cense for authorizing the use of contents, which is- 
sues a license based on a request for issuing the 
license from an insurance server that guarantees 
re-issuance of said license and returning this issued 
license to said insurance server. 

91 . A distribution service provider server that provides 
contents, which returns said contents to said insur- 
ance server based on a request for contents from 
an insurance server that guarantees re-distribution 
of said contents. 

92. A user terminal that uses contents based on a li- 
cense for authorizing the use of said contents is- 
sued by a distribution service provider server, which 
carries out insuring processing with an insurance 
server that guarantees re-issuance of said license 
and uses the contents based on list information of 
said licensesuppliedfrom said insurance server ac- 



cording to said insuring processing. 

93. A user terminal that uses contents provided from a 
distribution service provider server, which carries 

5 out insuring processing with an insurance server 
that guarantees re-distribution of said contents and 
uses the contents based on list information of avail- 
able contents supplied from said insurance server 
according to said insuring processing. 

10 

94. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
issuance of a license for authorizing the use of con- 
tents issued by a distribution service provider serv- 
es er, comprising a re-issuance requesting step of sup- 
plying a request for re-issuance of said license sup- 
plied from said user terminal to said distribution 
service provider server. 

20 95. The processing program according to claim 94, 
comprising: 

a decision step of deciding whether a license 
to be reissued may or may not be issued based 
25 on said request for re-issuance; and 

an issuance step of issuing, based on this de- 
cision result, said license to be reissued or an 
alternate license for using other alternate con- 
tents according to said request for re-issuance. 

30 

96. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
issuance of a license for authorizing the use of con- 
tents issued by a distribution service provider server 

35 according to predetermined purchasing processing 
based on predetermined insuring processing, com- 
prising: 

a confirmation step of confirming the authentic- 
40 ity of purchased information based on the pur- 

chased information of said license; and 
an insuring processing step of carrying out said 
insuring processing based on this confirmation 
result. 

45 

97. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
issuance of a license for authorizing the use of con- 
tents issued by a distribution service provider server 

so according to predetermined purchasing processing 
based on predetermined insuring processing, com- 
prising: 

a provisional issuance step of issuing provi- 
55 sional insurance policy information for guaran- 

teeing re-issuance of said license in said insur- 
ing processing; and 

an official issuance step of issuing said license 
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based on a request for purchasing said license 
and the presentation of said issued provisional 
insurance policy information, updating said pro- 
visional insurance policy information in re- 
sponse to the issuance of this license and 5 
thereby issuing official insurance policy infor- 
mation. 

98. A processing program executed by an insurance 
server in an insurance system that guarantees re- 10 
issuance of a license for authorizing the use of con- 
tents issued by a distribution service provider serv- 
er, comprising an issuance step of issuing insur- 
ance policy information that specifies a license for 
which said re-issuance is guaranteed. 1$ 

99. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
issuance of a license for authorizing the use of con- 
tents issued by a distribution service provider server 20 
based on predetermined insuring processing, com- 
prising an issuance step of issuing as information 

for guaranteeing re-issuance of said license, insur- 
ance policy information including information spec- 
ifying a license to be guaranteed and information 25 
indicating conditions under which the guarantee is 
applied based on said insuring processing. 

100. A processing program executed by an insurance 
server in an insurance system that guarantees re- 30 
issuance of a license for authorizing the use of con- 
tents issued by a distribution service provider server 
based on predetermined insuring processing, com- 
prising an issuance step of issuing identification in- 
formation on a license available to the insurer of 35 
said license and license list information including in- 
formation on the validity/invalidity of this license. 

101 .A processing program executed by an insurance 
server in an insurance system that guarantees re- *o 
distribution of contents distributed from a distribu- 
tion service provider server, comprising a supply 
step of supplying a request for re-distribution of said 
contents supplied from said user terminal to said 
distribution service provider server. 45 

102.The processing program according to claim 100, 
comprising: 



103. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
distribution of contents distributed from a distribu- 
tion service provider server according to predeter- 
mined purchasing processing based on predeter- 
mined insuring processing, comprising: 

a confirmation step of confirming the authentic- 
ity of purchased information based on the pur- 
chased information of said contents; and 
an insuring step of carrying out said insuring 
processing based on this confirmation result. 

104. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
distribution of contents distributed from a distribu- 
tion service provider server according to predeter- 
mined purchasing processing based on predeter- 
mined insuring processing, comprising: 

a provisional issuance step of issuing provi- 
sional insurance policy information for guaran- 
teeing re-distribution of said contents in said in- 
suring processing in said insuring processing; 
and 

an official issuance step of distributing said con- 
tents based on a request for purchasing said 
contents and the presentation of said issued 
provisional insurance policy information, updat- 
ing said provisional insurance policy informa- 
tion in response to this distribution of contents 
and thereby issuing official insurance policy in- 
formation. 

105. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
distribution of contents distributed from a distribu- 
tion service provider server, comprising an issu- 
ance step of issuing insurance policy information 
that specifies contents for which said re-distribution 
is guaranteed. 

106. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
distribution of contents distributed from a distribu- 
tion service provider server based on predeter- 
mined insuring processing, comprising an issuance 
step of issuing as information for guaranteeing re- 
distribution of said contents, insurance policy infor- 
mation including information specifying the con- 
tents to be guaranteed and information indicating 
conditions under which the guarantee is applied 
based on said insuring processing. 

107. A processing program executed by an insurance 
server in an insurance system that guarantees re- 
distribution of contents distributed from a distribu- 
tion service provider server based on predeter- 
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45 



a decision step of deciding whether the con- so 
tents to be re-distributed may or may not be dis- 
tributed based on said request for re-distribu- 
tion; and 

a distribution step of distributing, based on this 
decision result, said contents to be re-distribut- 55 
ed or other alternate contents according to said 
request for re-distribution. 
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mined insuring processing, comprising an issuance 
step of issuing contents list information including in- 
formation indicating identification information of 
contents available to the insurer of said license and 
the validity/invalidity of the contents. 

108. A processing program executed by a distribution 
service provider server that issues a license for au- 
thorizing the use of contents, comprising: 

an issuance step of issuing a license based on 
a request for issuance of a license from an in- 
surance server that guarantees re-issuance of 
said license; and 

a returning step of returning the issued license 
to said insurance server. 

109. A processing program executed by a distribution 
service provider server that distributes contents, 
comprising a returning step of returning said con- 
tents to an insurance server based on a request for 
said contents from said insurance server that guar- 
antees re-distribution of said contents. 

110. A processing program executed by a user terminal 
that uses contents based on a license for authoriz- 
ing the use of said contents issued by a distribution 
service provider server, comprising: 

an insuring processing step of carrying out in- 
suring processing with an insurance server that 
guarantees re-issuance of said license; and 
a contents using step of using contents based 
on list information of said license supplied from 
said insurance server according to said insur- 
ing processing. 

ULAprocessingprogramexecutedby a user terminal 
that uses contents distributed from a distribution 
service provider server, comprising: 

an insuring processing step of carrying out in- 
suring processing with an insurance server that 
guarantees re-distribution of said contents; and 
a contents using step of using contents based 
on list information of available contents sup- 
plied from said insurance server according to 
said insuring processing. 

Amended claims under Art. 19.1 PCT 
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9. (Deleted) 




10. (Deleted) 


15 


11. (Deleted) 




12. (Deleted) 



13. (Amended) An insurance system for guaranteeing 
20 re-distribution of license data for authorizing play- 
back of contents by a user terminal, comprising: 

a distribution service provider server that dis- 
tributes said license data; 
25 a userterminal of a user who uses a distribution 

service of said license data; and 
an insurance server that guarantees re-distri- 
bution of said contents to said userterminal, 

30 wherein said insurance server comprising: 

an insurance contract database that stores the 
content of the insurance contract; 
a re-distribution request reception section that 
35 receives a request for re-distribution of said li- 

cense data from said userterminal and decides 
whether or not to authorize the re-distribution 
based on a past re-distribution count and the 
content of said insurance contract; 
40 a re-distribution section that re-distributes said 

license data based on the decision result of said 
re-distribution; 

a history information storage section that stores 
said re-distribution count as re-distribution his- 
45 tory information; and 

a contract processing section that decides an 
upper limit on the re-distribution count of li- 
cense data forthe same contents based on said 
re-distribution history information. 

50 

14. (Amended) The insurance system according to 
claim 13, wherein said contract processing section 
determines an upper limit on the total re-distribution 
count for license data of all contents based on said 

55 re-distribution history information. 

15. (Amended) The insurance system according to 
claim 13, wherein said contract processing section 
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determines a pre-period until said re-distribution is 
started based on said re-distribution history. 

16. (Amended) The insurance system according to 
claim 1 3, wherein said contract processing section 
determines the guarantee period based on said re- 
distribution history. 

17. (Amended) The insurance system according to 
claim 13, wherein said contract processing section 
determines an upper limit on a price difference be- 
tween the guaranteed contents and alternate con- 
tents that replace the guaranteed contents based 
on said re-distribution history. 

18. (Deleted) 



a contract processing section that executes, in 
the event of a version upgrade of said contents, 
re-distribution of license data to playback the 
upgraded contents based on the result of insur- 
5 ing processing of said distribution service pro- 

vider server. 

21. (Amended) The insurance system according to 
claim 19, wherein said insurance server further 

10 comprises a detection section that detects the 
number of times trouble occurs in the service pro- 
vided by said distribution service provider and the 
time until the service is recovered and said contract 
processing section determines guarantee condi- 

*5 tions for said distribution service provider based on 
said detection result. 



19. (Amended) An insurance system for guaranteeing 22. (Deleted) 
re-distribution of license data for authorizing play- 
back of contents by a user terminal, comprising: 20 23. (Deleted) 



a distribution service provider server that dis- 
tributes said license data; 
a user terminal of a user who uses distribution 
service of said license data; and 
aninsuranceserverthatguaranteesre-distribu- 
tion of said contents to said user terminal, 

wherein said insurance server comprising: 

an insurance contract database that stores the 
content of the insurance contract as a result of 
insuring processing; and 
a contract processing section that executes, in 
the event of trouble or discontinuation of oper- 
ation of said distribution service provider serv- 
er, re-distribution of said license data to said us- 
er terminal or license data of alternate contents 
replacing said license data based on the result 
of insuring processing of said distribution serv- 
ice provider server. 

20. (Amended) An insurance system for guaranteeing 
re-distribution of license data for authorizing play- 
back of contents by a user terminal, comprising: 

a distribution service provider server that dis- 
tributes said license data; 
a user terminal of a user who uses the distribu- 
tion service of said license data; and 
aninsuranceserverthatguaranteesre-distribu- 
tion of said contents to said user terminal, 



24. (Amended) An insurance system for guaranteeing 
re-distribution of license data for authorizing play- 
back of contents by a user terminal, comprising: 

25 

a distribution service provider server that dis- 
tributes said license data; 
a user terminal of a user who uses distribution 
service of said license data; and 
30 an insurance server that guarantees re-distri- 

bution of said contents to said user terminal, 

wherein said insurance server comprises a li- 
cense control section that controls a license list that 

35 describes license data available to said user termi- 
nal and sends a copy of part of said license list to 
said user terminal, and 

said user terminal comprises a license usage 
decision section that decides the validity of the li- 

40 cense concerning the contents during playback of 
said contents with reference to the copy of said li- 
cense list. 

25. (Deleted) 

45 

26. (Deleted) 

27. (Deleted) 
so 28. (Deleted) 

29. (Deleted) 



wherein said insurance server comprising: 

an insurance contract database that stores the 
content of the insurance contract as a result of 
insuring processing; and 



30. (Amended) An insurance system for guaranteeing 
55 re-distribution of license data for authorizing play- 
back of contents by a user terminal, comprising: 

a distribution service provider server that dis- 
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tributes said license data; 
a user terminal of a user who uses distribution 
service of said license data; and 
an insurance server that guarantees re-distri- 
bution of said contents to said user terminal, 

wherein said insurance server comprises a 
contract processing section that attaches guaran- 
tee condition information of the guaranteed re-dis- 
tribution to an electronic receipt of said contents is- 
sued to said user terminal. 

31. (Deleted) 

32. (Deleted) 

33. (Deleted) 

34. (Deleted) 

35. (Deleted) 

36. (Amended) An insurance server comprising: 

a contract processing section that carries out 

insurance contract processing concerning the 

usage of contents by a user terminal; 

an insurance contract database that stores a 

record of the insurance contract; 

a license control section that controls license 

data for said user terminal to use said contents 

based on a license list; 

a re-distribution reception section that receives 
a request for re-distribution from said user ter- 
minal; and 

a re-distribution history database that stores a 
history of the re-distribution to said user termi- 
nal, 

wherein said contract processing section as- 
sociates identification information of said user ter- 
minal with identification information of said license 
data and thereby signs a contract forthe use of said 
contents with said user terminal and the provider 
server of said license data. 

37. (Amended) An insurance server comprising: 

a contract processing section that carries out 

insurance contract processing concerning the 

usage of contents by a user terminal; 

an insurance contract database that stores 

records of the insurance contract; 

a license control section that controls license 

data for said user terminal to use said contents 

based on a license list; 

a re-distribution reception section that receives 
a request for re-distribution from said user ter- 
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minal; and 

a re-distribution history database that stores a 
history of the re-distribution to said user termi- 
nal, 

wherein said re-distribution reception section 
comprises a function of searching for alternate con- 
tents that replaces guaranteed contents. 

10 38. (Amended) An insurance server comprising: 

a contract processing section that carries out 
insurance contract processing concerning the 
usage of contents by a user terminal; 

15 an insurance contract database that stores 

records of the insurance contract; 
a license control section that controls license 
data for said user terminal to use said contents 
based on a license list; 

20 a re-distribution reception section that receives 

a request for re-distribution from said user ter- 
minal; and 

a re-distribution history database that stores a 
history of the re-distribution to said user termi- 
25 nal, 

wherein said contract processing section gen- 
erates a pair of public key and private key every time 
an insurance contract with said user terminal is con- 
so eluded and sends insurance policy data including 
said private key to said user terminal. 

39. (Amended) The insurance server according to claim 
38, wherein said contract processing section en- 
35 crypts the license of the distributed contents ac- 
quired from the server of the distribution service 
provider using said public key and sends the license 
to said user terminal. 

40 40. (Amended) An insurance server comprising: 

a contract processing section that carries out 
insurance contract processing concerning the 
usage of contents by a user terminal; 

45 an insurance contract database that stores 

records of the insurance contract; 
a license control section that controls license 
data for said user terminal to use said contents 
based on a license list; 

50 a re-distribution reception section that receives 

a request for re-distribution from said user ter- 
minal; and 

a re-distribution history database that stores a 
history of the re-distribution to said user termi- 
55 nal, 

wherein guarantee condition data is control- 
led according to said insurance contract database 
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for each said user terminal. 

41 . (Amended) The insurance server according to claim 
36, comprising a detection section that detects the 
number of times trouble occurs in the service pro- 
vided by the provider server of said license data 
and/or the time until the service is recovered, 

wherein said contract processing section de- 
termines guarantee conditions for said provider 
server based on the detection result of said detec- 
tion section. 

42. (Amended) A user terminal used for an insurance 
system that guarantees re-distribution of license 
data for the user terminal to use contents, compris- 
ing: 

a storage section that stores an insurance pol- 
icy issued by an insurance server and encrypt- 
ed contents; 

a license usage decision section that stores the 
license data acquired through said insurance 
server and decides the validity of the license 
data for said contents when said contents are 
playbacked; 

a playback section that decodes when said li- 
cense data is valid, said contents using a de- 
coding key included in said license data; and 
a re-distribution requesting section that re- 
quests said insurance server to re-distribute, in 
the event of loss of said license data or said 
contents, said license data or said contents. 

43. (Amended) The userterminal according to claim 42, 
comprising a license list for the own terminal that 
stores partial data of the license list stored in said 
insurance server, 

wherein said license usage decision section 
decides the validity of the license data with refer- 
ence to said license list for the own terminal and 
when the validity cannot be decided from the data 
of said license list for the own terminal, inquires of 
said insurance server about the validity of the li- 
cense data. 

44. (Amended) The userterminal according to claim 42, 
wherein when the validity of said license data is de- 
cided, said license usage decision section inquires 
of said insurance server about the validity of all li- 
cense data. 

45. (Deleted) 

46. (Deleted) 

47. (Amended) An insurance system comprising: 

a distribution service provider server that is- 



sues license data for authorizing the use of con- 
tents by a user terminal; 
a user terminal that uses said contents based 
on said issued license data; and 
5 an insurance server that guarantees re-issu- 

ance of said license data, 

wherein said user terminal comprises a re- 
distribution requesting section that requests said in- 
fo surance server to reissue said license data and said 
insurance server comprises a re-distribution re- 
quest reception section that receives the request for 
re-issuance of said license data and sends the re- 
ceived request for re-issuance of said license data 
'5 to said distribution service provider server. 

48. (Amended) The insurance system according to 
claim 47, wherein said insurance server comprises 
a re-distribution request reception section that de- 

20 cides whether the license data to be reissued may 
or may not be issued based on said request for re- 
issuance and issues said license data to be reis- 
sued or alternate license data for the use of other 
alternate contents based on the decision result ac- 
25 cording to said request for re-issuance. 

49. (Amended) An insurance system comprising: 

a distribution service provider server that is- 
30 sues license data for authorizing the use of con- 

tents for purchasing processing thereof; 
a user terminal that uses contents based on 
said issued license data; 
an insurance server that guarantees re-issu- 
35 ance of said license data based on predeter- 

mined insuring processing, 

wherein said distribution service provider 
server stores purchased information of said license 

40 data and said insurance server comprises a con- 
tract processing section that confirms the authen- 
ticity of the purchased information based on the pur- 
chased information of said stored license data and 
carries out said insuring processing based on the 

45 confirmation result. 

50. (Amended) The insurance system according to 
claim 49, wherein said insurance server comprises 
a contract processing section that distributes insur- 

so ance policy information for guaranteeing re-issu- 
ance of said license data to the user terminal that 
has taken out an insurance policy in said insuring 
processing. 

55 51. (Amended) The insurance system according to 
claim 49, wherein said insurance server comprises 
a license control section that issues and stores li- 
cense list information indicating license data avail- 
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able to the user terminal used by the insurer of said 
insurance in said insuring processing. 

52. (Amended) An insurance system comprising: 

5 

a distribution service provider server that is- 
sues license data for authorizing the use of con- 
tents for purchasing processing thereof; 
a user terminal that uses contents based on 
said issued license data; and io 
an insurance server that guarantees re-issu- 
ance of said license data based on predeter- 
mined insuring processing, 



53. (Amended) The insurance system according to 
claim 52, wherein in the processing of issuing said 
insurance policy information said insurance server 
comprises a license control section that issues li- 
cense list information indicating license data avail- 
able to the insurer of the insurance. 

54. 



55. (Amended) The insurance system according to 
claim 54, wherein said insurance server comprises 55 
a license control section that issues license list in- 
formation indicating license data available to the in- 
surer of said insurance. 



56. (Amended) An insurance system comprising: 

a distribution service provider server that is- 
sues license data for authorizing the use of con- 
tents; 

a user terminal that uses contents based on 
said issued license data; and 
an insurance server that guarantees re-issu- 
ance of said license data based on predeter- 
mined insuring processing, 

wherein said insurance server comprises a 
contract processing section that issues as informa- 
tion for guaranteeing re-issuance of said license da- 
ta, insurance policy information including informa- 
tion specifying the license data to be guaranteed 
and information indicating conditions under which 
the guarantee is applied based on said insuring 
processing. 

57. (Amended) The insurance system according to 
claim 56, wherein said insurance policy information 
includes a decoding key for decrypting said license 
data to be guaranteed. 

58. (Amended) An insurance system comprising: 

a distribution service provider server that is- 
sues license data for authorizing the use of con- 
tents; 

a user terminal that uses contents based on 
said issued license data; and 
an insurance server that guarantees re- issu- 
ance of said license data based on predeter- 
mined insuring processing, 

wherein said insurance server comprises a li- 
cense control section that issues identification in- 
formation on license data available to the user ter- 
minal used by the insurer of said insurance and li- 
cense list information including the validity/invalidity 
of the license data. 

59. (Amended) The insurance system according to 
claim 58, wherein said license control section inval- 
idates the corresponding license data of said li- 
cense list information based on re-issuance of said 
license data and adds new identification information 
corresponding to said reissued license data to said 
license list information as valid information. 

60. (Amended) The insurance system according to 
claim 58 or 59, wherein said user terminal compris- 
es a license usage decision section that prohibits 
the execution of invalid license data according to 
said license list information. 

61. (Deleted) 



wherein in said insuring processing, said in- 15 
surance server comprises a contract processing 
section that issues provisional insurance policy in- 
formation that guarantees re-issuance of said li- 
cense data, distributes the provisional insurance 
policy information to the user terminal that has tak- 20 
en out an insurance policy and then issues said li- 
cense data based on a request for purchasing said 
license data and the presentation of said issued 
provisional insurance policy information, updates 
said provisional insurance policy information in re- 25 
sponse to the issuance of said license data and 
thereby issues official insurance policy information. 



30 



35 



(Amended) An insurance system comprising: 

a distribution service provider server that is- 
sues license data for authorizing the use of con- 
tents; *o 
a user terminal that uses contents based on 
said issued license data; and 
an insurance server that guarantees re-issu- 
ance of said license data based on predeter- 
mined insuring processing, 45 

wherein said insurance server comprises a 
contract processing section that issues insurance 
policy information specifying the license data for 
which said re-issuance is guaranteed and distrib- 50 
utes the insurance policy information to said user 
terminal. 
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contents list information indicating contents availa- 
ble to the user terminal used by the insurer of the 
insurance in said insuring processing. 

5 67. (Amended) An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents for purchasing processing 
thereof; 

10 a user terminal that uses said distributed con- 

tents; and 

an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 
mined insuring processing, 

15 

wherein said insurance server comprises a 
contract processing section that issues provisional 
insurance policy information for guaranteeing re- 
distribution of said contents in said insuring 

20 processing, distributes the provisional insurance 
policy information to said insured user terminal and 
then distributes said contents based on a request 
for purchasing said contents and the presentation 
of said issued provisional insurance policy informa- 

25 tion, updates said provisional insurance policy in- 
formation in response to the distribution of contents 
and thereby issues official insurance policy informa- 
tion. 



62. (Amended) An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents, 

wherein said user terminal comprises a re- 
distribution requesting section that requests said in- 
surance server to reissue said license data and said 
insurance server comprises a re-distribution re- 
quest reception section that receives the request for 
re-distribution of said contents and sends the re- 
ceived request for re-distribution of said contents to 
said distribution service provider server. 

63. (Amended) The insurance system according to 
claim 62, wherein said insurance server comprises 
a re-distribution request reception section that de- 
cides whether the contents to be re-distributed may 
or may not be distributed based on said request for 
re-distribution and distributes said contents to be re- 
distributed or other alternate contents based on the 
decision result according to said request for re-dis- 
tribution. 

64. (Amended) An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents for purchasing processing 
thereof; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 
mined insuring processing, 

wherein said distribution service provider 
server stores purchased information of said con- 
tents, and said insurance server comprises a con- 
tract processing section that confirms the authen- 
ticity of purchased information based on the pur- 
chased information of said stored contents and car- 
ries out said insuring processing based on the con- 
firmation result. 

65. (Amended) The insurance system according to 
claim 64, wherein said insurance server comprises 
a contract processing section that distributes insur- 
ance policy information for guaranteeing re-distri- 
bution of said contents to the insured user terminal 
in said insuring processing. 

66. (Amended) The insurance system according to 
claim 64, wherein said insurance server comprises 
a contents control section that issues and stores 



30 68. (Amended) The insurance system according to 
claim 67, wherein said insurance server comprises 
a contents control section that issues contents list 
information indicating contents available to the in- 
surer of the insurance in the processing of issuing 

35 said insurance policy information. 

69. (Amended) An insurance system comprising: 

a distribution service provider server that dis- 
40 tributes contents; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 
45 mined insuring processing, 

wherein said insurance server comprises a 
contract processing section that issues insurance 
policy information specifying contents for which 
so said re-distribution is guaranteed and distributes 
the insurance policy information to said user termi- 
nal. 

70. (Amended) The insurance system according to 
55 claim 69, wherein said insurance server comprises 

a contents control section that issues contents list 
information indicating contents available to the in- 
surer of said insurance. 
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71. (Amended) An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 
mined insuring processing, 

wherein said insurance server comprises a 
contract processing section that issues as informa- 
tion for guaranteeing re-distribution of said con- 
tents, insurance policy information including infor- 
mation specifying contents to be guaranteed and in- 
formation indicating conditions under which the 
guarantee is applied based on said insuring 
processing. 

72. (Amended) The insurance system according to 
claim 71 , wherein said insurance policy information 
includes a decoding key for decrypting said con- 
tents to be guaranteed. 

73. (Amended) An insurance system comprising: 

a distribution service provider server that dis- 
tributes contents; 

a user terminal that uses said distributed con- 
tents; and 

an insurance server that guarantees re-distri- 
bution of said contents based on predeter- 
mined insuring processing, 

wherein said insurance server comprises a 
contents control section that issues contents list in- 
formation including identification information of con- 
tents available to the insurer of said insurance and 
information on the validity/invalidity of the contents. 

74. (Amended) The insurance system according to 
claim 73, wherein said contents control section in- 
validates said contents of said contents list informa- 
tion based on the execution of re-distribution of said 
contents and adds new identification information 
corresponding to said re-distributed contents to 
said contents list information as valid information. 

75. (Amended) The insurance system according to 
claim 73 or 74, wherein said user terminal compris- 
es a contents usage decision section that prohibits 
the use of invalid contents in said contents list in- 
formation. 

76. (Amended) An insurance server in an insurance 
system that guarantees re-issuance of license data 
for authorizing the use of contents issued by a dis- 
tribution service provider server, comprising a re- 



distribution request reception section that receives 
a request for re-issuance of said license data and 
sends the received request for re-issuance of said 
license data to said distribution service provider 
s server. 

77. (Amended) The insurance server according to claim 
76, comprising a re-distribution request reception 
section that decides whether the license data to be 

10 reissued may or may not be issued based on said 
request for re-issuance and issues said license data 
to be reissued or alternate license data for using 
other alternate contents based on the decision re- 
sult according to said request for re-issuance. 

15 

78. (Amended) An insurance server in an insurance 
system that guarantees re-issuance of license data 
for authorizing the use of contents issued by a dis- 
tribution service provider server according to pre- 

20 determined purchasing processing based on pre- 
determined insuring processing, comprising a con- 
tract processing section that confirms the authen- 
ticity of the purchased information stored in said dis- 
tribution service provider server based on the pur- 

25 chased information of the license data stored in said 
distribution service provider server and carries out 
said insuring processing based on the confirmation 
result. 

30 79. (Amended) An insurance server in an insurance 
system that guarantees re-issuance of license data 
for authorizing the use of contents issued by a dis- 
tribution service provider server according to pre- 
determined purchasing processing based on pre- 
ss determined insuring processing, comprising a con- 
tract processing section that issues provisional in- 
surance policy information for guaranteeing re-issu- 
ance of said license data in said insuring process- 
ing, distributes said provisional insurance policy in- 
40 formation to said insured user terminal, then issues 
said license data based on the request for purchas- 
ing said license data and the presentation of said 
issued provisional insurance policy information, up- 
dates said provisional insurance policy information 
4 5 in response to the issuance of said license data and 
thereby issues official insurance policy information. 

80. (Amended) An insurance server in an insurance 
system that guarantees re-issuance of license data 

50 for authorizing the use of contents issued by a dis- 
tribution serviceprovider server, comprising a con- 
tract processing section that issues insurance poli- 
cy information specifying the license data for which 
said re-issuance is guaranteed and distributes the 

55 insurance policy information to said user terminal. 

81. (Amended) An insurance server in an insurance 
system that guarantees re-issuance of license data 
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for authorizing the use of contents issued by a dis- 
tribution service provider server based on predeter- 
mined insuring processing, comprising a contract 
processing section that issues as information for 
guaranteeing re-issuance of said license data, in- 5 
surance policy information including information 
specifying the license data to be guaranteed and 
information indicating conditions under which the 
guarantee is applied based on said insuring 
processing. 10 

82. (Amended) An insurance server in an insurance 
system that guarantees re-issuance of license data 
for authorizing the use of contents issued by a dis- 
tribution service provider server based on predeter- '5 
mined insuring processing, comprising a license 
control section that issues identification information 

on license data available to the user terminal used 
by the insurer of said insurance and license list in- 
formation including information on the validity/inva- 20 
lidity of the license data. 

83. (Amended) An insurance server in an insurance 
system that guarantees re-distribution of contents 
distributed by a distribution service provider server, 25 
comprising a re-distribution request reception sec- 
tion that receives a request for re-distribution of said 
contents supplied from said user terminal and 
sends the received request for re-distribution of said 
contents to said distribution service provider server. 30 

84. (Amended) The insurance server according to claim 
83, comprising a re-distribution request reception 
section that decides whether contents to be re-dis- 
tributed may or may not be distributed based on 35 
said request for re-distribution and distributes said 
contents to be re-distributed or other alternate con- 
tents based on the decision result according to said 
request for re-distribution. 

40 

85. (Amended) An insurance server in an insurance 
system that guarantees re-distribution of contents 
distributed from a distribution service provider serv- 
er according to predetermined purchasing process- 
ing based on predetermined insuring processing, 45 
comprising a contract processing section that con- 
firms the authenticity of the purchased information 
stored in said distribution service provider server 
based on the purchased information of said con- 
tents and carries out said insuring processing so 
based on the confirmation result. 

86. (Amended) An insurance server in an insurance 
system that guarantees re-distribution of contents 
distributed from a distribution service provider serv- 55 
er according to predetermined purchasing process- 
ing based on predetermined insuring processing, 
comprising a contract processing section that is- 



sues provisional insurance policy information for 
guaranteeing re-distribution of said contents in said 
insuring processing, distributes said provisional in- 
surance policy information to the user terminal used 
by said insured user, then distributes said contents 
based on a request for purchasing said contents 
and the presentation of said issued provisional in- 
surance policy information, updates said provision- 
al insurance policy information in response to the 
distribution of contents and thereby issues official 
insurance policy information. 

87. (Amended) An insurance server in an insurance 
system that guarantees re-distribution of contents 
distributed from a distribution service provider serv- 
er, comprising a contract processing section that is- 
sues insurance policy information specifying con- 
tents for which said re-distribution is guaranteed 
and distributes the insurance policy information to 
said user terminal. 

88. (Amended) An insurance server in an insurance 
system that guarantees re-distribution of contents 
distributed from a distribution service provider serv- 
er based on predetermined insuring processing, 
comprising a contract processing section that is- 
sues as information for guaranteeing re-distribution 
of said contents, insurance policy information in- 
cluding information specifying contents to be guar- 
anteed and information indicating conditions under 
which the guarantee is applied based on said insur- 
ing processing. 

89. (Amended) An insurance server in an insurance 
system that guarantees re-distribution of contents 
distributed from a distribution service provider serv- 
er based on predetermined insuring processing, 
comprising a contents control section that issues 
contents list information including identification in- 
formation on contents available to the user terminal 
used by the insurer of said insurance and informa- 
tion on the validity/invalidity of the contents. 

90. (Amended) A distribution service provider server 
that issues a license for authorizing the use of con- 
tents by a user terminal, which receives a request 
for issuance of a license from an insurance server 
that guarantees re-issuance of said license, issues 
a license based on the license issuance request 
and returns the issued license to said insurance 
server. 

91. (Amended) A distribution service provider server 
that distributes contents used by a user terminal, 
which receives a contents request from an insur- 
ance server that guarantees re-distribution of said 
contents and returns said contents to said insur- 
ance server based on the contents request. 
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92. (Amended) A user terminal that uses contents 
based on license data for authorizing the use of said 
contents issued by a distribution service provider 
server, comprising a license usage decision section 
that decides whether the contents may or may not s 
be used based on license data list information indi- 
cating available contents supplied from said insur- 
ance server according to insuring processing car- 
ried out with an insurance server that guarantees 
re-issuance of said license data. 10 

93. (Amended) A user terminal that uses contents dis- 
tributed from a distribution service provider server, 
comprising a contents usage decision section that 
decides whether the contents may or may not be *5 
used based on contents list information indicating 
available contents supplied from said insurance 
server according to insuring processing carried out 
with an insurance server that guarantees re-distri- 
bution of said contents. 20 

94. (Amended) A processing program executed by an 
insurance server in an insurance system that guar- 
antees re-issuance of license data for authorizing 
the use of contents by the user terminal issued by 25 
a distribution service provider server, comprising: 

a re-issuance request reception step of receiv- 
ing a request for re-issuance of said license da- 
ta supplied from said user terminal; and 30 
a re-issuance request transmission step of 
transmitting the request for re-issuance to said 
distribution service provider server based on 
said received request for re-issuance. 

35 

95. (Amended) The processing program according to 
claim 94, comprising: 

a decision step of deciding whether license da- 
ta to be reissued may or may not be issued 40 
based on the history of requests for re-issuance 
of said license data; and 
an issuance step of issuing said license data to 
be reissued or alternate license data for using 
other alternate contents based on the decision 45 
result according to said request for re-issu- 
ance. 

96. (Amended) A processing program executed by an 
insurance server that carries out predetermined in- 50 
suring processing in an insurance system that guar- 
antees re-issuance of license data for authorizing 

the use of contents by a user terminal issued by a 
distribution service provider server according to 
predetermined purchasing processing based on 55 
said insuring processing, comprising: 

a confirmation step of confirming the authentic- 



ity of the purchased information transmitted 
from said userterminal to said insurance server 
to said distribution service provider server 
based on the purchased information of said li- 
cense; and 

an insuring processing step of carrying out said 
insuring processing based on the confirmation 
result. 

97. (Amended) A processing program executed by an 
insurance server that carries out predetermined in- 
suring processing in an insurance system that guar- 
antees re-issuance of license data for authorizing 
the use of contents issued by a distribution service 
provider server according to predetermined pur- 
chasing processing based on said insuring 
processing, comprising: 

a provisional issuance step of issuing provi- 
sional insurance policy information for guaran- 
teeing re-issuance of said license data in said 
insuring processing; and 
an official issuance step of issuing said license 
data based on a request for purchasing said li- 
cense data and the presentation of said issued 
provisional insurance policy information, updat- 
ing said provisional insurance policy informa- 
tion in response to the issuance of the license 
data and thereby issuing official insurance pol- 
icy information. 



98 



(Amended) A processing program executed by an 
insurance server in an insurance system that guar- 
antees re-issuance of license data for authorizing 
the use of contents by a user terminal issued by a 
distribution service provider server, comprising: 

an issuance step of issuing insurance policy in- 
formation that specifies license data for which 
said re-issuance is guaranteed; and 
a transmission step of transmitting said issued 
insurance policy information to said usertermi- 
nal. 



99. (Amended) A processing program executed by an 
insurance server that carries out predetermined in- 
suring processing in an insurance system that guar- 
antees re-issuance of license data for authorizing 
the use of contents by a user terminal issued by a 
distribution service provider server based on said 
insuring processing, comprising: 

an issuance step of issuing insurance policy in- 
formation including information specifying li- 
cense data to be guaranteed and information 
indicating conditions under which the guaran- 
tee is applied as information for guaranteeing 
re-issuance of said license data based on said 
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insuring processing; and 
a transmission step of transmitting said issued 
insurance policy information to said user termi- 
nal. 

100. (Amended) A processing program executed by an 
insurance server that carries out predetermined in- 
suring processing in an insurance system that guar- 
antees re-issuance of license data for authorizing 
the use of contents by a user terminal issued by a 
distribution service provider server based on said 
insuring processing, comprising: 

an issuance step of issuing license list informa- 
tion including identification information of li- 
cense data available to the insurer of said in- 
surance and information on the validity/invalid- 
ity of the license data; and 
a transmission step of transmitting said issued 
license list to said user terminal. 

101. (Amended) A processing program executed by an 
insurance server in an insurance system that guar- 
antees re-distribution of contents distributed by a 
distribution service provider server, comprising: 

a reception step of receiving a request for re- 
distribution of said contents supplied from a us- 
er terminal that uses said contents from said 
user terminal; and 

a supply step of supplying said received re- 
quest for re-distribution to said distribution 
service provider server. 

102. (Amended) The processing program according to 
claim 100, comprising: 

a decision step of deciding whether the con- 
tents to be re-distributed may or may not be dis- 
tributed based on said request for re-distribu- 
tion; and 

a distribution step of distributing said contents 
to be re-distributed or other alternate contents 
to said user terminal based on the decision re- 
sult according to said request for re-distribu- 
tion. 

103. (Amended) A processing program executed by an 
insurance server that carries out predetermined in- 
suring processing in an insurance system that guar- 
antees re-distribution of contents distributed from a 
distribution service provider server according to 
predetermined purchasing processing based on 
said insuring processing, comprising: 

a confirmation step of confirming the authentic- 
ity of the purchased information sent from said 
user terminal to said insurance server to said 



distribution service provider server based on 
the purchased information of said contents; and 
an insuring processing step of carrying out said 
insuring processing based on the confirmation 
5 result. 

104. (Amended) A processing program executed by an 
insurance server that carries out predetermined in- 
suring processing in an insurance system that guar- 

10 antees re-distribution of contents distributed from a 
distribution service provider server according to 
predetermined purchasing processing based on 
said insuring processing, comprising: 

is a provisional issuance step of issuing provi- 

sional insurance policy information for guaran- 
teeing re-distribution of said contents in said in- 
suring processing; and 

an issuance step of distributing said contents 
20 based on a request for purchasing said con- 

tents and the presentation of said issued provi- 
sional insurance policy information, updating 
said provisional insurance policy information in 
response to the distribution of the contents and 
25 thereby issuing official insurance policy infor- 

mation. 

105. (Amended) A processing program executed by an 
insurance server in an insurance system that guar- 

30 antees re-distribution of contents distributed from a 
distribution service provider server, comprising: 

an issuance step of issuing insurance policy in- 
formation that specifies contents for which said 
35 re-distribution is guaranteed; and 

a transmission step of transmitting said issued 
insurance policy information to a user terminal 
that uses said contents. 

40 106.(Amended) A processing program executed by an 
insurance server that carries out predetermined in- 
suring processing in an insurance system that guar- 
antees re-distribution of contents distributed from a 
distribution service provider server based on said 

45 insuring processing, comprising: 

an issuance step of issuing insurance policy in- 
formation including information specifying the 
contents to be guaranteed and information in- 
50 dicating conditions under which the guarantee 

is applied as information for guaranteeing re- 
distribution of said contents based on said in- 
suring processing; and 

a transmission step of transmitting said issued 
55 insurance policy information to a user terminal 

that uses said contents. 

107.(Amended) A processing program executed by an 
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insurance server that carries out predetermined in- 
suring processing in an insurance system that guar- 
antees re-distribution of contents distributed from a 
distribution service provider server based on said 
insuring processing, comprising: 5 

an issuance step of issuing contents list infor- 
mation including identification information of 
contents available to a user terminal used by 
the insurer of said insurance and information 10 
indicating the validity/invalidity of the contents; 
and 

a transmission step of transmitting said issued 
contents list to said user terminal. 

15 

108. (Amended) A processing program executed by a 
distribution service provider server that issues li- 
cense data for authorizing the use of contents, com- 
prising: 

20 

an issuance step of issuing license data based 
on a request for issuance of a license from an 
insurance server that guarantees re-issuance 
of said license data; and 

a returning step of returning the issued license 25 
to said insurance server. 

109. (Amended) A processing program executed by a 
distribution service provider server that distributes 
contents, comprising a returning step of returning 30 
contents to an insurance server that guarantees re- 
distribution of said contents based on a request for 
said contents from said insurance server. 

HO.(Amended) A processing program executed by a 35 
user terminal that uses contents based on license 
data for authorizing the use of said contents issued 
by a distribution service provider server, compris- 
ing: 

40 

an insuring processing step of carrying out in- 
suring processing with an insurance server that 
guarantees re-issuance of said license; and 
a contents using step of deciding whether con- 
tents may or may not be used based on list in- 45 
formation of said license data supplied from 
said insurance server according to said insur- 
ing processing. 

111. (Amended) A processing program executed by a so 
user terminal that uses contents distributed from a 
distribution service provider server, comprising: 

an insuring processing step of carrying out in- 
suring processing with an insurance server that 55 
guarantees re-distribution of said contents; and 
a contents using step of deciding whether con- 
tents may or may not be used based on list in- 



formation of available contents supplied from 
said insurance server according to said insur- 
ing processing. 
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